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EDITORIAL

Cam‘empomry security challenges

— Assoc. Prof. Dr. Juelda LAMCE

In today’s rapidly evolving global landscape, the significance of discussing and
understanding security issues cannot be overstated—particularly as countries
like Albania confront a multitude of security challenges. This discourse not
only informs but also engages the public and policymakers, fostering a broader
understanding of the complexities that nations face in maintaining stability and
safety. It helps to better appreciate the nuances of the security strategies that nations
must adopt, amidst threats that range from traditional military confrontations to
modern challenges like cyber threats, environmental crises, and socio-economic
disparities.

Security challenges have evolved from the traditional state-based conflicts to a
much wider and more complex range of threats. Today’s critical security concerns
include geopolitical tensions, cybersecurity threats, criminal organizations,
and nuclear proliferation, alongside issues such as health, poverty, inequality,
environmental degradation, and resource scarcity. Addressing these challenges to
ensure the stability, prosperity, and well-being of nations and individuals demands
a multifaceted approach that extends beyond military solutions. Such an approach
includes diplomatic, economic, and developmental strategies, as well as increased
international cooperation.

This edition encompasses not only stimulating reflections on national, regional,
international and global security issues on both historical and contemporary
background, but other valuable contributions on related fields as well. On the
historic and theoretic background, the analyses of the Regional Security Complex
Theory are scrutinized through Japan’s rise in the Asia Pacific region (1931-1945)
and the changed dynamics of the security complex in the region. Over the past
decades, the Western Balkans Region has experienced a dramatic transformation in
its geopolitical, security, and defense landscape. Particular attention in this edition
is paid to Kosovo's national security, as Europe’s youngest nation. Specifically, the
influence of international actors and frameworks, including NATO and the EU,



in shaping Kosovo's security policies and practices. Political instability, economic
underdevelopment, and lingering effects of ethnic tensions are considered among
the main factors affecting its stability. The importance of alliances in the security
environment is highlighted by NATO’s role in safeguarding the security of Western
democracies. Additional contributions address contemporary challenges, such
as energy security threats, and the stability of the banking and financial system.
The first one, focuses on Albanias strategy toward green renewable energy and
achieving energy self-sufficiency, while the latter examines innovative financial
instruments such as the “Convertible Contingent Bonds” and their potential to
create a safer and more stable environment in the banking sector.

As we navigate a world marked by complex and multifaceted security challenges,
the insights gathered in this edition underscore the critical need for comprehensive
approaches to ensure regional and global stability. The diverse perspectives offered
highlight both historical lessons and forward-looking strategies, emphasizing the
necessity of international alliances and innovative policies in addressing current
and emerging threats. Ultimately, this edition aims to inspire continued dialogue
and collaboration among nations, fostering a secure and sustainable future for all.
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Decrypting the Balkan underworld.
A theoretical analysis of encrypted

COMMuUnication in arganized crime

— Assoc. Prof. Dr. Fabian ZHILLA
(ORCID ID: https://orcid.org/0000-0001-5929-9674)
DEePARTMENT OF Busingss & I'T CANADIAN INSTITUTE OF
Tecunorocy (CIT), TiIRANA, ALBANIA
fabian.zhilla@cit.edu.al

Abstract

This article delves into the pervasive deployment of encrypted communication
platforms within Balkan criminal entities, including Albanian organized crime,
offering a meticulous examination and legal scrutiny spanning the period from 2019
to 2023. Focusing primarily on communication channels such as “Matrix,” “Sky ECC,”
and “EncroChat,” this study unveils the intricate interplay between these technologies
and criminal activities, shedding light on their implications for investigation of such
sophisticated organized crime groups. Case studies of Balkan Mafia on the use of
EncroChat and Sky ECC during 2019-2022 reveal their unprecedented influence
on criminal activities, offering anonymity, non-traceability, and facilitating
organized crime on a global scale. This research employs a multifaceted methodology
that seamlessly integrates descriptive analysis, literature review, and theoretical
exploration. It supports an inclusive perspective, urging scholars and policymakers
to move beyond outdated frameworks to effectively combat the evolving impact of
organized cybercrime on societies worldwide.

Keywords: cybercrime, Sky ECC, EnroChat, Balkan mafia, Albanian organized
crime, hybrid communication, technological shift



Introduction

The relentless progress of technology has instigated profound changes in societal
structures, concurrently driving a transformation in criminal methodologies.
Within the contemporary digital landscape, the activities of organized crime groups
have undergone discernible influences. This digital terrain accommodates a diverse
array of organized crime entities, each characterized by distinct organizational
models. This spectrum encompasses the sophistication of communication methods
employed by organized crime groups, leveraging advanced technological means.
Hybrid communication forms are evolving, characterized by the integration of
human-machine collaboration within networks that encompass both human and
non-human participants.

A pivotal dimension of this evolution lies in the utilization of encrypted
communication platforms, notably exemplified by EncroChat and Sky ECC. These
technologies have precipitated a paradigm shift, enabling a spectrum of organized
crime activities that range from technologically sophisticated endeavors to more
conventional practices. The smooth shift between online and offline realms is
enabled by the strategic utilization of encrypted communication tools. Criminal
organizations, operating at both local and transnational levels, have traditionally
utilized encrypted messaging systems to evade surveillance. Companies like Sky
Global offered comprehensive services, including phone modifications to disable
cameras, microphones, and GPS, automatic deletion of messages after a designated
period, and resistance to cooperation with authorities (Saito, 2021).

The successive shutdowns of EncroChat and Sky ECC have sparked optimism
that this technological advantage will be temporarily diminished. The closures have
dealt a significant blow, particularly in Belgium and parts of the criminal market
in the Netherlands, where Sky ECC was highly trusted as a secure communication
system. According to police experts the police now possess extensive information
on the underworld’s structure, bank accounts, and corrupt contacts, leading
to the arrest of numerous individuals. The unraveling of these networks, which
took years to establish, signifies a major setback for criminal organizations (Saito,
2021). The use of these platforms, however, should be seen with the lenses of a shift
of the organized crime groups to a different age and model, the so called digital
“criminal” area.
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Theoretical discussion

The confluence of technology with criminal enterprises has eroded the heretofore
unequivocal delineation between the corporeal and virtual dimensions inherent
to organized criminal activities. Despite these profound shifts, it is evident that
existing criminological theoretical frameworks have yet to fully absorb the
transformative ramifications of the digital society, particularly regarding the
deployment of encrypted communication tools like EncroChat and Sky ECC by
organized crime entities. This gap underscores the imperative for the formulation
of contemporary research hypotheses within this context (Di Nicola, 2022).

While thereisascholarly exposition which delvesinto the inquiry of conventional
distinctions between offline/online or physical/digital crimes, what is missing is the
classification of certain advanced technological features of organized crime groups,
particularly those leveraging encrypted communication platforms like SKY ECC
and EncroChat, as organized crime entities. This categorization may hinge into the
adoption of a contemporary and adaptive framework for understanding the new
perspective of the sophistication of organized crime. Several studies have drawn
the attention to the use of technology by organized crime as an indicator of quick
adaptation to the new digital sociology of the criminal world.

Referring to the literature review of main theoretical threads by Whelan, Bright
and Martin (2023), one may argue that encrypted methods of communication by
organized crime groups should not come as a surprise. We live in i digital criminal
area, what Powell et al., (2018) calls it a “digital criminology” contending that
conceptualizing technological and non-technological aspects as two different or
yet oppositional categories are no longer valid to an over digitalization of societal
mindset. Other authors support this paradigm by emphasizing that technology
is now a contemporary tool for breaking cyber security (Dupont & Whelan,
2021), committing crimes online (Mackenzie, 2022), enabling violence on online
platforms (Henry et al.,, 2020) and facilitating the communication of organized
crime (Di Nicola, 2022).

Di Nicola (2022) introduces the concept of “digital organized crime,” offering
an interpretive framework to capture how encrypted communication platforms,
notably SKY ECC and EncroChat, may induce shifts in the organizational
structures of criminals and their activities. The unfolding of organized crimes
within a digital society follows a continuum, determined by the extent to which
criminal groups, particularly those employing SKY ECC and EncroChat, leverage
these technologies. While the continuum concept is valuable, this approach,
akin to other scholarly endeavors emphasizing the relevance of organized crime
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conceptualizations to cybercrime (e.g., Broadhurst et al., 2014) does not explicitly
address contentious elements in organized crime definitions, such as extra-legal
governance as a core feature. On the other hand, Wall (2021), considers the use of
technology not only for communication but also for extortion and threats.

Aligned with the perspective that narrow, inflexible definitional paradigms
employing “partially obsolete frameworks” (Di Nicola, 2022) have surpassed their
pragmatic utility, our contribution to scholarly discourse introduces an approach to
organized crime pertinent to both traditional and cyber contexts. In this advanced
academic exploration, the focus centers on the intricate dynamics of encrypted
communication platforms, specifically SKY ECC and EncroChat, as emblematic
exemplars in the evolving landscape of organized cybercrime. We contend that
pivotal concepts integral to existing understandings of extra-legal governance,
such as violence and territory, require nuanced reconceptualization to account for
their multifaceted physical and digital properties, particularly within the context
of these encrypted communication tools.

Methodology

This study seeks to conduct a thorough examination of the dynamic evolution of
the Balkan organized crime in the digital era, concentrating on the nuanced impact
of advanced communication technologies, particularly the utilization of encrypted
platforms such as EncroChat and Sky ECC. The research aspires to elucidate the
transformative influence of these technologies on the organizational structures
and operational modalities of criminal entities. Furthermore, it aims to scrutinize
the ramifications of recent law enforcement interventions, notably the closures
of EncroChat and Sky ECC, on the technological prowess formerly enjoyed by
criminal organizations with focus on Albanian organized crime. The overarching
objective is to contribute significantly to academic discourse by providing insights
into the intricate dimensions of organized crime within the context of technological
advancements.

This research employs a multifaceted methodology that seamlessly integrates
descriptive analysis, literature review, and theoretical exploration. The initial
phase delves into a discerning descriptive analysis, shedding light on the evolving
landscape of organized crime in the digital era, with a particular emphasis on the
crucial role played by sophisticated communication methods. The literature review
extensively draws from the works of renowned scholars, including Whelan, Bright,
Martin, Powell, Dupont, Mackenzie, Henry, and Di Nicola. This compilation
culminates in the establishment of a robust theoretical framework, aimed at
comprehending the intricate intersection of technology and organized crime.
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The theoretical discussion serves as a pivotal point for advancing the scholarly
argument, proposing a nuanced reconceptualization of core organized crime
constructs that takes into account the pervasive digitalization of criminal activities.
Building upon the foundational work of Di Nicola in “digital organized crime,” this
research introduces an innovative approach relevant to both traditional and cyber
contexts. It highlights the complex dynamics inherent in encrypted communication
platforms. The focus then shifts to contextualizing the theoretical discussion within
the sophisticated communication patterns of the Balkan mafia, with a specific
emphasis on Albanian organized crime. Although the methodology does not
explicitly detail empirical research or data collection, it depends on amalgamating
existing scholarship and perspectives offered by various experts, often in the form
of concise legal or policy analyses. This comprehensive approach aims to provide
a refined understanding of the intricate interplay between technology and Balkan
organized crime. Additionally, it sheds light on the profound implications of recent
developments in encrypted communication platforms for the realm of criminality.
The discussion on the Albanian organized crime within the Balkan mafia adds a
layer of complexity and specificity to the theoretical framework, contributing to a
more comprehensive analysis of the subject matter.

Findings

The findings underscore a significant gap in existing criminological frameworks,
highlighting the urgency for contemporary research hypotheses. The proposed
approach transcends traditional and cyber contexts, emphasizing encrypted
platforms as pivotal in the landscape of organized cybercrime. This perspective
challenges conventional definitions, urging nuanced reconceptualization of
fundamental concepts such as extra-legal governance, violence, and territory.
Case studies of Balkan Mafia on the use of EncroChat and Sky ECC during
2019-2022 reveal their unprecedented influence on criminal activities, offering
anonymity, non-traceability, and facilitating organized crime on a global scale.
The dismantling of these platforms by law enforcement illustrates a dynamic
interplay between technology and crime prevention. Beyond EncroChat and Sky
ECC, the study examines instances like Ennetcom, Phantom Secure, and platforms
created by law enforcement agencies like ANOM. These examples illuminate the
dual role of technology in enabling and countering organized crime, emphasizing
adaptability and global reach. The integral role of encrypted communication
platforms is evident in the operational strategies of Albanian criminal groups,
showcasing adaptability in exploiting advanced communication technologies for
illicit activities. The study supports an inclusive perspective, urging scholars and
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policymakers to move beyond outdated frameworks to effectively combat the
evolving impact of organized cybercrime on societies worldwide.

Originality/value

This study advocates contemporary research hypotheses that can comprehensively
capture the transformative implications of these communication platforms to
transnational organized crime. A distinctive focus on Balkan Mafia groups provides
a nuanced understanding of the integral role played by encrypted communication
platforms in their strategies. This specific lens offers insightful perspectives on how
criminal entitiesleverage advanced communication technologies forillicit activities.
In conclusion, the research emphasizes the enduring relevance and originality of
the research in the dynamic field of criminology, particularly in shedding light on
the multifaceted relationships between technology and organized crime.

EncroChat and Sky ECC: unveiling cybercrime
dynamics (2019-2022)

The EncroChat and Sky ECC platforms emerged as prominently utilized tools by
organized crime and high-ranking corrupt officials during the years 2019-2022,
and this was not without reason. EncroChat phones represented a modified version
of Android devices, with certain models utilizing the “BQ Aquaris X2” versions, a
phone produced in 2018 by a Spanish company (Cox, 2020a). The development of
EncroChat phones occurred around the period of 2015-2016, following access to
the server of the Canadian company Blackberry by Canadian and Dutch authorities
(Hamilton, 2020). Initially used by individuals in the business world to conceal
their private lives, these phones gradually gained favor within the criminal sphere
due to the services they offered (Hughes, 2019).

According to Europol, EncroChat phones facilitate encrypted communication,
ensuring users complete anonymity, non-traceability of the device and client
account, and swift deletion of communications from phones. These devices
featured an encrypted and inconspicuous interface, devoid of traceable services or
accessories such as cameras, microphones, GPS, and USB ports. They also boasted
functions to secure user immunity, including automatic message deletion, a PIN
code to instantly erase all data on the device, and wiping all data in case of repeated
entry of an incorrect password.

These functions allowed the elimination of messages in case of device loss, use
by third parties, attempted hacking, or seizure/confiscation by law enforcement
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agencies. Additionally, the devices offered the capability to remotely hide messages
from the service provider (seller) or through assistance provided by the seller
to users online. EncroChat phones cost approximately 1000 euros, with an
international usage subscription fee of 3000 euros per year, along with 24-hour
customer service throughout seven days a week (Europol & Eurojust, 2020).

These phones could facilitate communication only if they had internet access,
and only those in possession of them could communicate through them with a
password of at least 15 characters (Hughes, 2019). The identity of the company
that developed EncroChat phones is unclear, as its representatives presented the
company as a legitimate business with clients in at least 140 countries worldwide.
It is believed that the financiers and developers of this company are Dutch citizens,
but its servers were in France, in the city of Roubaix (Sky News, 2020). As per Court
Decision of the German Federal High Court, no.5 StR 457/21, date 02.03.2022,
during the investigation, French authorities found nearly 66,134 SIM cards of a
Dutch company.

EncroChat purportedly established sales outlets in prominent cities such as
Amsterdam, Rotterdam, Madrid, and Dubai (Cox, 2020a). Nevertheless, the
company engaged in the distribution of phones through informal channels, as
reported by Sky News (2020). Notably, instances have been documented wherein
individuals with prior affiliations to law enforcement agencies or military entities
were involved in the sale of these phones (Barnes, 2020). Law enforcement
authorities contend that these devices witnessed widespread utilization within
organized crime networks (Cox, 2020a). The French authorities first became
aware of EncroChat phones in 2017, which led them to frequently seize such
devices after numerous arrests within criminal organizations (Sky News 2020).
Subsequently, these authorities discovered that the servers of this company were in
France, prompting French authorities to engage in gaining access to this encrypted
network.

The company behind EncroChat employed a cover company in Panama and an
international bank account in Luxembourg for payment transfers. The company
had a complete organizational structure with directors and employees in various
countries, often playing fictitious roles to conceal the true purpose of the company.
In the year 2022, the apprehension of eight individuals transpired, with three arrests
taking place in Spain, three in Dubai, and the detention of a central figure, Paul
KruSky, accompanied by his Canadian spouse, who was initially apprehended in the
Dominican Republic but subsequently released under undisclosed circumstances
(Daly & Cox, 2022). Concurrently, the encrypted communication platform Sky
ECC emerged as a consequential counterpart after the operational disruption
instigated by French, Dutch, and British law enforcement agencies against
EncroChat in 2020 (Europol & Eurojust, 2020). Proclaiming itself as a prominent
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entity within the domain of encrypted communications, Sky ECC purportedly
boasted a user base exceeding 70,000 individuals. However, the company faced
cessation following a security breach orchestrated by Belgian police in March
2021, paralleled by investigative endeavors initiated by U.S. authorities targeting
its administrative figure.

The exploitation of compromised data from SKY ECC prompted Belgian law
enforcement to execute raids in no less than 200 residential abodes, leading to the
apprehension of a minimum of 48 suspects, including three legal professionals.
Concurrently, Dutch authorities conducted searches in 75 residences, culminating
in the arrest of 30 suspects and the seizure of weapons and 1.2 million euros in cash
(Goodwin, 2021). The collective efforts of Belgian, French, and Dutch authorities,
after the penetration of this communication application in 2021, afforded access
to an expansive corpus of approximately 80 million messages (The Brussels Times,
2022). The meticulous analysis of these messages facilitated the initiation of around
276 novel investigations in 2022, encompassing 888 suspects, and resulted in the
confiscation of over 90 tons of narcotics valued at 4.5 billion euros, in addition to
the sequestration of cash and assets totaling 60 million euros (The Brussels Times,
2022).

In parallel with the trajectory of EncroChat, Sky ECC, established in 2008 by
Jean-Frangois Eap, operated transnationally from the United States and Canada.
The company claimed high security, purporting protection from specialized
eavesdropping like Pegasus. The company highlighted that encrypted messages
were not stored on its servers, being destroyed immediately after reading within
30 seconds. If the user was unreachable and the phone was off, the sent message
was stored for only 48 hours and then became irretrievable. Sky ECC phones were
sold online or through authorized partners, with prices ranging from 900 to 2,000
euros, depending on the model, and were compatible with Android, Blackberry,
and iOS systems. An additional enterprise providing encrypted communication
through mobile devices was Ennetcom, an entity disbanded by Dutch authorities
in 2016. The clientele of this service primarily comprised organized criminal
elements operating within the Netherlands, amassing a subscriber base of 19,000
individuals. Interestingly, despite its Canadian origin, the company’s servers
were situated in Canada. The retail value of phones offered by Ennetcom was
approximately 1,500 euros (The Guardian, 2016).

A similar phone to EncroChat, mainly used in the United States and Australia
from 2008 to 2018, was Phantom Secure, with administrator Vince Ramos, a
legitimate businessman. According to FBI investigations that led to Ramos’
arrest in 2018, these phones were primarily used to facilitate the activities of drug
traffickers. Criminal motorcycle gangs in Australia, known drug traffickers in
California, and even members of the Sinaloa Cartel utilized such phones (Cox,
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2020Db). The company was legal and registered in Richmond, Canada, since 2008,
initially considered a luxury phone and only used by VIPs for security reasons at
its inception in 2008. However, over time, the services of this company fell into
the hands of the criminal world. The company operated through an infrastructure
outside of Canada, directing data through servers in Panama and Hong Kong
to prevent accessibility by third parties (Cox, 2020b). The company provided
customer services through call centers in Jalandhar, Punjab, India (Cox, 2020b).
Phantom had domain addresses and registered companies in Bulgaria, Ireland,
Singapore, and Thailand. Phantom sold around 7,000 to 10,000 phones primarily
in Central and South America, Europe, the Middle East, Southeast Asia, and North
America. Phantom phones allowed users to choose pseudonyms to hide their
identity (Cox, 2020b).

Conversely, law enforcement agencies have actively devised encrypted
platforms to ensnare criminal organizations and conduct covert surveillance on
their activities. Referring to the US Embassy in Belgrade (2021, June 08), this
is the case of the “ANOM” application, invested in by the FBI and Australian
authorities. Starting in 201, ANOM managed to sell more than 12,000 encrypted
devices used by at least 300 criminal organizations, including international drug
trafficking organizations operating in more than 100 countries. Within just 18
months, the FBI, in the “Trojan Shield/Greenlight” operation, extracted over 25
million messages from members of various criminal groups discussing criminal
affairs. Similar to WhatsApp, ANOM enabled encrypted conversations with
text, photos, and videos. The application in question was pre-installed on mobile
devices disseminated within the clandestine black market, typically accompanied
by contractual agreements with annual fees reaching up to $4000. As corroborated
by FBI assessments, a predominant concentration of ANOM users was discerned
in Germany, the Netherlands, Spain, Australia, and Serbia (Farzan & Taylor, 2021).

Underworld cryptography: Balkan mafia and encrypted platforms

The adoption of encrypted communication platforms, exemplified by EncroChat
and the SKY ECC application, has experienced a conspicuous increase in criminal
activities carried out by groups originating from the European Union, the Balkans,
and Great Britain. An exhaustive analysis conducted by the Global Initiative
against Transnational Organised Crime (GITOC) substantiates the pronounced
surge in the utilization of these platforms, notably during the period subsequent
to 2021 (Risk Bulletin no.13, September-October 2022). According to the GITOC
analysis, the number of SKY ECC users in Bosnia and Herzegovina is estimated to
be around 2,500 subscribers (Risk Bulletin no.13, September-October 2022).
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In December 2019, in Republika Srpska, 19 individuals were apprehended for
drug and arms smuggling, communicating through SKY ECC. In April 2022, in
Montenegro, former Chief Justice of the Supreme Court, Vesna Medenica, was
arrested based on transcripts of communications between her son Milos Medenica
and police officer Darko Lalovic, negotiating a drug shipment and cigarette
contraband. According to Medenica, the judge was aware of these criminal
activities and pledged assistance when required (Kajosevic, 2022).

Members of the criminal group led by Veljko Belivuk and Marko Miljkoviq,
suspected of serious crimes including murder, were also found to have used SKY
ECC. It is believed that their communications may have involved high-ranking
officials and members of the state police. They were arrested in Belgrade in April
2022 (Risk Bulletin no.13, September-October 2022). A former high-ranking
official in the Ministry of Internal Affairs of Serbia, Dijana Hrkalovig, accused
the Minister of Defense, Nebojsha Stefanovig, of collaboration with certain media
outlets presenting photos and videos of Danilo Vugig, the son of the Serbian
president, Vugi¢, communicating with individuals from the criminal world
through encrypted platforms. Hrkalovi¢ publicly accused Stefanovig of supporting
the criminal group led by Veljko Belivuk (Risk Bulletin no.13, September-October
2022).

As of April 2022, an excess of 100 individuals have been detained in Serbia,
Bosnia and Herzegovina, Albania, Montenegro, and Slovenia, according to data
provided by SKY ECC in collaboration with French and Dutch law enforcement
agencies. These apprehensions were effectuated in connection with severe criminal
transgressions, including but not limited to drug trafficking, homicides, and
instances of forcible deprivation of liberty (Jeremic, Stojanovic, & Kajosevic, 2022).

Encoded modes of communication have become integral tools within the
operational dynamics of Albanian criminal groups. In testimonial evidence
related to contract killings, Nuredin Dumani delineates that communication
and directives were effectuated through the utilization of “Matrix” (Gazeta
Shqiptare, 2022). This platform, established by a non-profit entity registered in
the United Kingdom, operates as an open protocol for internet communication
and is recognized for its encrypted messaging application, “Element” (formerly
known as “Riot”). Conceived with an emphasis on secure and private internet
communication, Matrix adheres to open coding standards, providing a versatile
range of communication modalities, encompassing encrypted messages, audio
and video calls, group communication, and an array of other functionalities.

A notable illustration of the integration of encrypted communication platforms
within the operations of Albanian criminal groups is evidenced in the case of
Ardian Isufaj. Tasked predominantly as an intermediary between cocaine suppliers
in South America and criminal markets in the European Union, Isufaj divulges
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in intercepted communications with an Italian infiltrated agent. The disclosure
unveils the strategic use of a secure phone, colloquially referred to as “Israeli,” with
features including non-interceptability, absence of a conventional number, and
exclusivity for specified contacts. Isufaj asserts the dedication of this phone for the
singular purpose of their criminal endeavors and introduces the term “Matrix” to
describe its Israeli origin, emphasizing its 100% encryption (BalkanWeb, 2023).

Moreover, Albanian criminal entities have extensively employed applications
such as SKY ECC and EncroChat-enabled phones. This utilization is conspicuous
in significant investigations conducted by the Special Structure against Corruption
and Organized Crime (SPAK) during the period 2019-2023. Notably, “Operation
Metamorphosis” reveals the efficacy of encrypted conversations in identifying
and pursuing the arrest of individuals associated with a prominent criminal
organization in the Shkodra district. According to the SPAK press release (2023a,
July 28), this conglomerate includes key figures such as influential businessmen,
high-ranking state police officials, and a prosecutor in the year 2023.

A further achievement for SPAK emerges from a successful investigation
wherein the decoding of encrypted conversations facilitated the identification and
subsequent inquiry into a perilous criminal group in central Albania. Referring
to SPAK press release SPAK. (2023b, January 2023), this group, responsible
for attacking and injuring a prosecutor in 2019, led to the apprehension of six
individuals, with four others subject to international search warrants.

Another significant case involves the dismantling of the “Kompania Bello”
cocaine trafficking organization in September 2021. Dritan Rexhepi, considered
the leader of this organization, was found to utilize encrypted communication
platforms to engage in direct negotiations with South American drug cartels. The
subsequent orchestration of an extensive network for transporting substantial
quantities of cocaine from Ecuador to Europe involved collaboration with other
group members operating in Italy, Holland, and Albania, as revealed by Europol
(2020). Considering the widespread adoption of encrypted communication
platforms by criminal groups in the Western Balkans, including Albania, the
ensuing discourse presents a synthesized overview of jurisprudential stances
emanating from some of the highest courts in EU member states and beyond.

Theoretical perspectives

Going back to the theoretical discussion, this article underscores the transformative
impact of encrypted communication platforms, namely EncroChat and SKY
ECC, on the investigation of organized crime. Several key theoretical perspectives
emerge from the detailed examination of these platforms and their utilization
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by criminal entities in the European Union, the Balkans, and Great Britain. It
suggests a form of technological determinism, where the capabilities of encrypted
communication platforms play a pivotal role in shaping the landscape of organized
crime investigations. The advent of platforms like EncroChat and SKY ECC has
not only facilitated sophisticated criminal activities but has also presented law
enforcement agencies with unprecedented challenges. The encrypted nature of
these platforms, with features such as non-traceability and swift data deletion,
highlights the deterministic influence of technology on the strategies employed by
organized crime groups and the subsequent adaptations required by investigative
agencies (Lavorgna, 2016).

The digital criminology of coded forms of communication by organized crime
notes the need for a paradigm shift in theoretical frameworks to accommodate
the intricacies of crimes in the digital era. The integration of technology,
particularly encrypted communication platforms, into the modus operandi of
criminal organizations necessitates an updated criminological lens. Traditional
distinctions between offline and online crimes are blurred, demanding a holistic
understanding of the evolving dynamics within a digital society (Powell, Stratton
& Cameron, 2018). The ramifications of EncroChat and SKY ECC extend beyond
national boundaries, catalyzing the globalization of organized crime. The instances
elucidated in the discourse encompass criminal activities that traverse multiple
countries, necessitating synchronized endeavors among global law enforcement
agencies. This corresponds with theoretical frameworks addressing transnational
organized crime, underscoring the interlinked nature of criminal operations
across borders and underscoring the imperative of international cooperation for
efficacious counteraction against these threats (Leukfeldt, Lavorgna, & Kleemans,
2017).

The manifestation of criminal adaptation and innovation within organized
crime is notably exemplified by the utilization of these communication platforms.
Organized crime groups display a remarkable ability to adapt to technological
advancements, leveraging encrypted communication platforms for their illicit
activities. Simultaneously, law enforcement agencies are compelled to innovate in
their investigative approaches, forming collaborations with technology providers
and adapting to the changing landscape of organized cybercrime (Lavorgna &
Sergi, 2016).

The instances observed within the Balkan Mafia elucidate a rapid assimilation of
advanced encrypted communication tools, underscoring the notable adaptability
of Albanian organized crime entities to dynamic technological landscapes. The
purposeful utilization of platforms such as SKY ECC reflects a strategic imperative
for safeguarding operational secrecy, thus highlighting a conscious integration of
sophisticated communication technologies. These illustrative cases further manifest
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instances of transnational collaboration facilitated by encrypted platforms, thereby
providing tangible evidence of the expansive global outreach characterizing these
criminal networks. Noteworthy is the strategic diversification represented by the
adoption of multiple encrypted tools, a nuanced approach aimed at mitigating
potential risks associated with compromise and infiltration.

On the other hand, the inherent adaptability of encrypted communication
platforms to a diverse spectrum of criminal activities reveals a level of
organizational sophistication within Albanian organized crime. The success
of law enforcement in decoding these encrypted communications accentuates
an enduring technological arms race, emblematic of the perpetual challenge
authorities confront in maintaining pace with the technological advancements
embraced by criminal enterprises. This dynamic underscore the pressing need for
an adaptive and technologically proficient law enforcement framework in the face
of evolving criminal methods of sophistication.

Finally, this is an area with a significant research deficit, which as this article
highlighted is limited of the existing criminological theoretical frameworks in fully
grasping the transformative ramifications of the digital society. The gap identified in
theoretical frameworks highlights the need for critical reflection on the conceptual
tools applied in understanding the complexities of organized cybercrime, urging
scholars to revisit and adapt their approaches.

Conclusions

The integration of technology into criminal enterprises has undeniably blurred
the traditional boundaries between physical and virtual dimensions of organized
crime. This article has delved into the profound shifts brought about by the use of
encrypted communication platforms such as EncroChat and Sky ECC by organized
crime entities, revealing a critical gap in existing criminological theoretical
frameworks. Our exploration underscores the urgent need for contemporary
research hypotheses that can fully comprehend the transformative ramifications
of these digital tools. While conventional distinctions between offline and online
crimes have been extensively studied, the specific classification of advanced
technological features employed by organized crime groups using encrypted
communication platforms is notably absent.

Drawing on the evolving landscape described by Di Nicola as “digital organized
crime,” we propose an approach that transcends traditional and cyber contexts.
Our focus centers on encrypted communication platforms like SKY ECC and
EncroChat, serving as emblematic exemplars in the realm of organized cybercrime.
This perspective challenges narrow and inflexible definitional paradigms,
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emphasizing the need for a nuanced reconceptualization of fundamental concepts
like extra-legal governance, violence, and territory.

The case studies of EncroChat and Sky ECC during the period 2019-2022
vividly illustrate the impact of such technologies on criminal activities. These
platforms provided complete anonymity, non-traceability, and swift deletion of
communications, facilitating organized crime on an unprecedented scale. The
dismantling of these platforms by law enforcement agencies further highlights the
dynamic interplay between technology and crime prevention.

On the other hand, this study sheds light on other instances such as Ennetcom,
Phantom Secure, and the creation of encrypted platforms by law enforcement
agencies like ANOM. These examples illustrate the dual role of technology in both
enabling and countering organized crime. The global reach of these technologies,
their intricate organizational structures, and the adaptability of criminal
entities underline the necessity for a comprehensive and adaptive framework in
understanding the sophistication of modern organized crime.

Furthermore, the case of Albanian criminal groups exemplifies the integral role
of encrypted communication platforms within their operational strategies. The
use of platforms like “Matrix” in contract killings and the strategic deployment
of secure phones, such as the “Israeli” phone in cocaine trafficking operations,
highlights the adaptability of criminal entities to exploit advanced communication
technologies for their illicit activities. In essence, our contribution to scholarly
discourse advocates for an inclusive perspective that encompasses the intricate
dynamics of encrypted communication platforms. It encourages scholars and
policymakers to move beyond outdated frameworks, recognizing the multifaceted
nature of organized crime in the digital age. As technology continues to evolve, so
must our understanding and methodologies to effectively combat and mitigate the
impact of organized crime on societies worldwide.
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Abstract

Convertible Contingent Bonds are important financial instruments for the stability
of the banking and financial system in general. The role of innovative financial
instruments is crucial to help address the challenges posed by these critical situations.
One of these reintroduced instruments with ambitions to enhance the stability of the
banking sector is the “Contingent Convertible Bond,” abbreviated as “CoCo.”

This paper aims to explore the impact of the use of Convertible Contingent Bonds
(CoCo) in financial crisis situations and their effect on avoiding the domino effect of
a bank failure. Starting from the critical factor of the stability of the financial system,
this analysis aims to shed light on the potential of these innovative instruments in
improving the stability of the banking sector as well as the need for their modeling
in the Albanian banking sector, considering the lack of treatment particular of
these instruments in the current legislation. The analysis of the possibilities for their
application in the Albanian banking system shows that, if implemented successfully,
they can increase the regulatory capital of banks, strengthen financial stability and
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reduce the risk of government intervention in cases of crises. In conclusion, the use
of CoCo bonds in Albania should be accompanied by the improvement of legislation
and the encouragement of financial institutions’ investments in these instruments, to
create a safer and more stable environment in the country’s banking sector.

Keywords: Contingent Convertible Bonds (CoCo bonds), Basel I1I, resolution,
financial crisis.

Introduction

Financial shocks have been a persistent event in the global economic landscape,
significantly impacting the stability of the financial system. In this context, the role
of innovative financial instruments is crucial to help address the challenges posed
by these critical situations. One of these reintroduced instruments with ambitions
to enhance the stability of the banking sector is the “Contingent Convertible Bond,”
abbreviated as “CoCo.” Contingent Convertible Bonds, also known as CoCo or
CoCo bonds (Contingent Convertible bond), are hybrid debt securities that exhibit
characteristics and features of both equity and debt. According to Basel III rules, these
valuable papers are recognized as regulatory instruments under certain conditions.
This complex instrument aims to serve as a regulator in times of financial crises.
CoCos are issued as bonds and, in financial crises or bankruptcy risks, have the
ability to convert immediately into shares (equity) or be written off (De Spiegeleer,
Schoutens & Van Hulle, 2014). Thus, they display loss-absorption qualities, creating
a cost advantage. The conversion of the CoCo bond occurs when the financial
institution, specifically the bank, hits the minimum regulatory capital level. This
conversion is accompanied by a devaluation or weakening of existing shares and
shareholders. On the other hand, investors in these bonds, in the best-case scenario
when their bond converts to equity, automatically become shareholders with voting
rights (De (De Spiegeleer, Schoutens & Van Hulle, 2014). Meanwhile, the bank
increases the likelihood of not defaulting, also enhancing its repayment ability, which
would otherwise be very difficult or impossible in other circumstances.

Objectives, research questions and hypothesis
The objectives of this paper are the following:

1. Highlighting the positive effects brought about by the use of contingent
convertible bonds.
2. Exploring how these types of bonds would function in Albania.
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Research question:

“How would the utilization of CoCo bonds impact the financial market in
Albania during a financial crisis”? This research project aims to examine the
influence of employing CoCo bonds in the context of a financial crisis. To
achieve this goal, we will explore a primary hypothesis:

Hypothesis:

“The use of Contingent Convertible Bonds in the Albanian banking sector
contributes to better financial stability and protection against the impacts of
financial crises”

This prediction is based on the belief that employing CoCo bonds can help
enhance the resilience of banks in challenging financial situations. This positive
impact may result from the capacity of these instruments to alter the capital
structure of banks and automatically convert a portion into common equity in
case of a specified capital loss.The research project aims to thoroughly explore
this hypothesis and provide a better understanding of the impact of utilizing
CoCo bonds in financial storm scenarios. By reviewing relevant literature
and analyzing the situation in Albania, we aim to shed light on the potential
of these instruments to improve the stability of the financial sector during
difficult times.

Methodology

The analysis used in the methodology of this paper is a qualitative one. This
analysis will employ a combination of relevant bibliography research and data
analysis concerning Albania’s regulations, extraordinary interventions, and public
offerings. The analysis will evaluate how the use of CoCo bonds is linked to banks’
responses to financial crises. The expected results may confirm the formulated
hypotheses, demonstrating the positive impact of CoCo bonds on bank stability
and their ability to mitigate the spread of the domino effect in case of bankruptcy.
These results will contribute to the current discourse on financial crisis management
and the role of innovative financial instruments in enhancing the resilience of the
financial sector during challenging times. The qualitative analysis methodology
in studying CoCo bonds will assist in a better understanding of the impacts and
opinions of investors and provide a comprehensive perspective on this complex
financial instrument.
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Literature Review
Historical background

CoCo bonds, or contingent convertibles, combine debt and equity features by
activating loss absorption mechanisms when a bank’s capital falls below a certain
threshold, preventing bankruptcy (Avdjiev et al., 2015; Bolton et al., 2012). Robert
Merton conceptualized CoCo bonds in 1990 to provide investor guarantees
during financial crises, influencing regulatory changes post-2008 financial crisis
(Sundaresan et al., 2010; Pelger, 2012). Lloyds Banking Group (LBG) issued the
first CoCo bonds in 2009, addressing challenges from its acquisition of Halifax
Bank of Scotland, with subsequent issuances by Credit Suisse, UBS, Rabobank,
and Allianz. CoCo bonds gained prominence in 2014 due to Basel III capital
requirements but faced scrutiny after Banco Popular Espanol’s case in 2017 (Basel
111, 2014; Reuters, June 7, 2017).

Hybrid Instruments

Hybrid instruments blend equity and debt features, offering a predictable return
with conversion options (Kimmel P, & Warfield T., 1995; Wiedermann-Ondrej,
2006). Hybrids are subordinated to traditional debt but rank above equity in
insolvency (Liberadzki, K. & Liberadzki, M., 2016). Hybrid securities are favored
for financial protection but can be challenging due to complexity (Johannesen,
2014). Convertible bonds allow conversion into equity, usually with lower
coupon rates. They offer potential equity conversion, coupon payments, and tax
advantages. Conversion occurs when profits from equity exceed face value and
interest payments (Lewis & Verwijmeren, 2011). Convertible bonds benefit young
companies with low coupons and tax deductibility. CoCos differ by converting to
equity only when bank capital falls below a threshold.

Basel I1I Regulation

Basel regulations, starting with the 1988 Basel Accord, aimed to increase banks’
capital to absorb losses and reduce risky behavior (Baily, Litan & Johnson 2008).
The crisis revealed flaws in dealing with complex financial instruments and high
bank leverage ratios (Admati & Hellwig, 2014; Koziol & Lawrenz, 2009). Basel
IIT was introduced in the EU to improve loss absorption capacity and address
financial vulnerabilities (Basel III, 2014). Lehman Brothers’ bankruptcy in 2008
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triggered a financial collapse and highlighted the inadequacy of capital standards,
exacerbating the crisis (De Haas & Van Horen, 2012; BCBS, 2010b). Governments
globally took unprecedented measures to stabilize the financial system, including
providing liquidity and capital support, and established supervisory bodies like the
European Banking Authority (EBA). Basel III, coordinated by the G20, increased
capital requirements, introduced measures to mitigate leverage and liquidity
risk, and aimed to improve the quality, consistency, and transparency of banking
activities. It also sought to reduce procyclicality and prevent government bailouts
(BIS, 2013; BIS, 2018).

Basel IIT includes the countercyclical capital buffer to curb credit extension
during economic peaks and contingent convertibles as additional Tier 1 capital
(BCBS, 2015). Basel III's primary objectives are to limit excessive bank risk-taking,
bolster capital reserves, and enhance financial stability to prevent future financial
collapses.

CoCo Structure and Design

CoCo Bonds function like regular bonds during prosperous economic periods for
the issuing institution but convert into common equity when the capital ratio falls
below a specified threshold (De Spiegeleer et al. 2014). This conversion aims to lower
the bank’s debt-equity ratio significantly, thus reducing the probability of the bank
defaulting. Furthermore, upon conversion, the bank automatically recapitalizes,
mitigating bankruptcy costs (De Spiegeleer et al. 2014). As a result, CoCo Bonds are
widely regarded as a valuable regulatory tool for decreasing the likelihood of bank
defaults, minimizing bankruptcy expenses, and internalizing the consequences
of poor performance (Maes and Schoutens, 2012). These characteristics, coupled
with high expectations, make CoCo Bonds and their structure both economically
and politically intriguing for further examination (Maes and Schoutens, 2012).

Design

CoCo bond design significantly influences their intended objectives. Key design
elements include the trigger event, threshold value, loss absorption nature, and
bond volume (Avdjiev, Kartasheva & Bogdanova, 2013). The trigger event marks
when the loss absorption mechanism activates, with one or more triggers possible.
Decisions regarding trigger basis (book or market values) and the use of mechanical
or supervisory authority-driven triggers are essential (Flannery, 2010).
Mechanical triggers activate when capital falls below a specified ratio of risk-
weighted assets, triggering automatic conversion or write-down (Maes and
Schoutens 2012). They are clear and observable but lack consideration of additional
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information (BCBS, 2015). In contrast, discretionary triggers rely on supervisory
judgment of a financial institution’s solvency prospects. They offer flexibility but
may suffer from timing uncertainty and market signals (Pazarbasioglu et al., 2011).
CoCo bonds can also employ a mix of trigger types, like a mechanical trigger
based on specific bank assets coupled with a discretionary trigger considering
broader financial system conditions (BCBS, 2015). In the EU, CoCos typically
use accounting value triggers to align with prudential requirements, reflecting
regulators’ preference (Maes and Schoutens 2012; Glasserman & Nouri, 2012).

Purpose

CoCo bonds serve multiple purposes in the financial industry. They are issued
by financial institutions to enhance their loss-absorbing capacity alongside CET1
Capital, allowing banks to bolster their ability to absorb losses before a financial
downturn occurs, all while paying a lower market price for risk assumption and
without diluting the control of the owners’ rights during a crisis (Flannery, 2010).

CoCo bonds are recognized for their cost advantages compared to CET1 capital,
helping prevent banks from restricting their lending activities (Pazarbasioglu et
al., 2011). These cost advantages are attributed, among other factors, to the tax
deductibility of coupon payments, especially in most European Union countries
(Albul, Jaffee & Tchistyi, 2010).

Moreover, the conversion feature of CoCo bonds aims to provide financial
institutions with additional CET1 capital when needed, helping to prevent
deterioration in the bank’s balance sheets (Pennacchi et al., 2011). The use of CoCo
bonds is also intended to enhance supervision and risk management through a
customized contractual structure.

The primary purpose of these hybrid instruments is to reduce the risk for
individual banks and, consequently, for the entire banking system, lessening the
need for government rescue measures at the expense of taxpayers and contributing
to stabilizing the overall economy (Glasserman & Nouri, 2012).

Loss Absorption Mechanism

CoCo bonds have a crucial loss absorption mechanism determining conversion or
write-down outcomes (Martynova & Perotti, 2016). The conversion rate in CoCo
bonds is significant, representing the dilution of equity holders’ claims and the
CET]1 capital CoCo bondholders receive (Pennacchi et al., 2011).Dilution involves
a shift in control rights and profit/loss distribution, depending on fixed or variable
conversion rates, but once conversion occurs, it’s irreversible (Avdjiev et al., 2015).
Significant dilution redistributes profit and loss claims to CoCo bondholders,
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possibly prompting original equity holders to avoid conversion by selling their
bonds in advance, causing price declines (Albul, Jaffee & Tchistyi, 2010).CoCo
bonds encourage better risk management and determining when substantial
dilution is needed (Henkel & Kaal, 2012).

Regulatory perspective favors substantial dilution to incentivize responsible
risk management (Johannesen, 2014). Principal write-down reduces bank debt
via CoCo bonds but doesn’t grant equity, with options for partial or full write-
down specified in the contract. It motivates equity holders and bank management
to take risks, leaving control and participation rights unaffected (Pennacchi et
al., 2011).CoCo bonds with conversion mechanisms are generally preferred, but
contract specifics on full or partial conversion/write-down and gradations are
essential (Avdjiev, Kartasheva & Bogdanova, 2013).In European markets, around
49% of CoCo bonds feature principal write-down, likely influenced by bank equity
holders’ decision-making power (Admati & Hellwig, 2014; Albul, Jaffee & Tchistyi,
2010).

Advantages

CoCo bonds serve as effective instruments for financial market regulation,
benefiting both issuers and bondholders. They shift the burden of risk-taking from
taxpayers to bank owners and enhance bank stability (Goodhart & Taylor 2006;
Pennacchi et al. 2016).The key difference from standard convertible bonds is the
trigger mechanism, initially proposed as a single trigger but later studies suggested
multiple triggers (Huertas 2009; Albul, Jaffee & Tchistyi 2010; Pennacchi 2011;
Plosser 2010). CoCo bonds gained prominence after the financial crisis, addressing
the need for a capital buffer and reducing the “too big to fail” problem (Blundell,
Wignall & Roulet 2013).They offer a cost-effective way to recapitalize banks,
replacing the bankruptcy process (Bolton & Samama 2012) and improving bank
solvency under specific conditions. Effectiveness depends on managerial caution
and supervisory autonomy, and CoCo bonds are seen as a useful instrument when
capital needs and regulatory actions are inversely related (Hilscher and Raviv,
2014).In summary, CoCo bonds have the potential to enhance financial stability,
although their impact may vary depending on circumstances (Flannery 2014).

Disadvantages

CoCo bonds, while praised for their potential to enhance financial stability, face
skepticism and concerns in the financial literature. Critics argue that simpler
solutions like increased equity may be more effective and that CoCo bonds’
complexity can complicate financial systems. Concerns also revolve around the
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conversion mechanism’s potential to spread economic distress and create incentives
for risky behavior. Some worry that CoCo bonds may not completely avert bank
failure and that their trigger mechanisms may be inefficient. Additionally, they
could exacerbate bank weaknesses during crises, lead to destabilizing effects in
markets, and generate negative externalities. Overall, CoCo bonds remain a topic
of ongoing debate in the financial community.

Development of the CoCo Market in Albania

Regarding the Albanian legislation, contingent convertible bonds are financial
instruments that have not received specific treatment in Albanian law. Not only
for CoCos, but for many other financial instruments, Albanian legislation does not
anticipate their treatment, as the economic development and the absence of a well-
established securities market make them less of a priority. Consequently, since
Albania does not have a well-established stock exchange, financial institutions such
as banks will find it harder to issue contingent convertible bonds. This is because
investors would be hesitant to risk their portfolios for value papers that have a
higher probability of being written off than being converted into shares.

Resolution

The law on recovery resolution outlines how banks and investors should handle
dematerialized bonds in cases of extraordinary intervention. The custodian plays
a crucial role in this process and has the right not to pay the bonds until their
issuer has fulfilled its obligations. The regulation requires custodians to inform
their investors about the purchase and sale prices of dematerialized bonds in over-
the-counter markets, including any commission or fee. This information is crucial
for investors to make informed decisions regarding their bonds. The regulation
also specifies the criteria and procedures for converting liabilities into capital for
banks. This is an important tool for recapitalizing banks when needed to maintain
financial stability. It sets the criteria and minimum requirements that banks must
meet to ensure an adequate level of regulatory capital and accepted liabilities. This
is a crucial aspect of bank supervision to mitigate financial risks. It sets the criteria
and conditions that must be met to recognize financial instruments as accepted
liabilities. This process ensures that the instruments banks use to fulfill their
obligations are reliable and meet necessary standards. If banks meet the minimum
requirements for regulatory capital and accepted liabilities using first-tier capital
instruments, they can fulfill the macroprudential capital buffers.

30 JUS & JUSTICIA No. 18, ISSUE 1/ 2024 @ ®®

BY NC




The Resolution Authority (Bank of Albania) is responsible for developing
and updating methodologies and policies related to meeting the minimum
capital and accepted liability requirements. This ensures continuous updates and
effective intervention by authorities in the banking sector. Overall, extraordinary
intervention in Albanian banks is essential to ensure financial stability and protect
the interests of investors and depositors. The defined regulations and procedures
are the primary means to achieve these goals.

Minimum Requirements for Regulatory Capital Instruments
and Accepted Liabilities

According to Regulation No. 78/2020 of the Bank of Albania, a minimum
requirement for the levels of bank capital and accepted liabilities has been
established. This requirement concerns the absorption of losses and the need
for recapitalization. For banks that, according to the extraordinary intervention
scenario, will not face mandatory liquidation, there is a value to absorb losses. This
assessment represents the losses that the bank must be able to withstand, reaching
the regulatory capital requirement. At the same time, there is also a recapitalization
value, which is the amount of capital the bank must hold (after extraordinary
intervention) to ensure compliance with licensing conditions and continue licensed
operations. Banks that, according to the extraordinary intervention scenario, will
be subject to mandatory liquidation, must primarily fulfill the absorption of losses
requirement, but they are not required to fulfill the recapitalization value.

In accordance with Article 6 of Regulation No. 78/2020, the value for absorbing
losses is calculated as follows:

Loss Absorption Value = Risk-weighted Exposures t-1 * (Capital Adequacy
Ratio (12%)t + Additional Capital Buffer Rate (%)t

In accordance with Article 7 of Regulation No. 78/2020, the value for
recapitalization is calculated as follows:

Recapitalization Value = Risk-weighted Exposures t-1 * (Capital Adequacy
Ratio (12%)t + Additional Capital Buffer Rate (%)t)

According to Regulation No. 78/2020, the Bank of Albania has the possibility to
adjust the recapitalization value by considering a significant reduction in the bank’s
balance sheet size after an extraordinary intervention, as well as restructuring
plans and measures. This adjustment is based on a detailed analysis for each bank.
One of the methods to consider the reduction in the bank’s balance sheet size is
by incorporating the credit risk magnitude into the bank’s overall risk profile. For
example, if the bank’s repayment ability is affected by credit risk losses, the bank
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may have a smaller balance sheet. The impact of reducing the balance sheet size
on the regulatory capital requirement is more significant when credit risk has a
substantial contribution. However, the reduction in the balance sheet size should
not exceed 10% of the total bank assets. Reducing the balance sheet size through
divestments and planned sales in restructuring plans can be considered to adjust
the recapitalization value by removing high-risk-weight assets from the balance
sheet.

This activity is appropriate when the bank is not in default. If the planned
restructuring actions are mandatory and have restricted timelines, the Bank of
Albania may influence the determination of the recapitalization value. The Bank
of Albania has the right to regulate the bank’s balance sheet size based on recovery
plans, in extraordinary cases and in accordance with the specified conditions.
Recovery measures can be considered only if they are seen as reliable, achievable,
and immediate after the extraordinary intervention, with a positive impact on
loss scenarios. The Bank of Albania has the possibility to intervene to reduce the
balance sheet size after an extraordinary intervention, reducing it by up to 5% of
the balance sheet size.

Issuing of Bonds

According to the issuance guidelines by the Government of the Republic of Albania,
in force since 25.01.2014, bonds have the following characteristics:

« Have a maturity period of more than one year, issued in the local currency
(Lek), as well as foreign currencies (USD/EUR).

 Are sold in auctions conducted by the Bank of Albania, in the name and on
behalf of the government represented by the Ministry of Finance.

o Are issued at par value, meaning the purchase price is 100% of the nominal
value, excluding bonds issued in reopened auctions.

The coupon (interest earned from investing in bonds) is paid every 6 months
and calculated as:

C=Vn*i*180/360

C- coupon

Vn- nominal value

i- interest

**In the secondary market, bonds have a 30/360 basis for coupon calculation
and price.**

Reopened bonds are calculated as:

Price = Clean price + Accrued interest
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It is worth noting that the variable interest of the bonds is determined by the
average of the 3 yields of the last 3 auctions (held before the auction of these bonds)
of treasury bonds with a maturity of up to one year. If the maturity date is a holiday,
the payment is postponed to the next working day without adding interest or
incurring additional delay charges. Entities eligible to participate in the auction are
individuals and legal entities, who can be domestic or foreign, and their requests
can be competitive or non-competitive. The minimum value for participation in
the auction is ALL 500,000 in the national currency and Eur/USD 3,000 in foreign
currency. If the demand is equal to or greater than ALL 50,000,000 or Eur/USD
100,000, the demand will be classified as competitive regardless of the entity. As for
taxation on income from bonds, it is retained at the source for individual investors
and non-profit subjects. Tax resident entities that are subject to income tax and
entities registered as local tax-paying subjects for small businesses are not withheld
at the source, as they are recorded as income in the balance sheet. Exempt from tax
or those with concessions are those with disabled status (according to the respective
law), except in cases where the investment is made through economic activities.

The Ministry of Finance exempts itself from liability for delays in bond
redemptions or negative market impacts due to the following cases:

« Natural disasters

« Actions caused by other authorities (threat of war, war, or popular uprisings)
« Events affecting the continuity of the Ministry of Finance’s work

o Other major forces with widespread impact

All securities are sold in the primary market, which is the auction conducted
by the Bank of Albania. The secondary market, or the retail market, includes any
transactions carried out on these securities after they have been traded once in
the primary market. In the Republic of Albania, we can mention these secondary
markets: the interbank market for government securities, the retail market for
government securities, and the market on the Tirana Stock Exchange.

Transactions that can be conducted by financial institutions and other licensed
entities in the capital market are as follows:

1. Acquisition of treasury bonds in the primary market (through auction) by
the investor through a bank or licensed entity.

2. Sale of government securities to the investor from the bank’s portfolio or
licensed entity.

3. Purchase of government securities by the bank or licensed entity before the
maturity date from any investor, regardless of whether previous transactions
were not conducted by the same bank or licensed entity.
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4. Use of government securities as collateral for other loans or other financial
transactions.

5. Redemption of the nominal value of government securities on the maturity
date.

Public Offering

A public offering of securities is considered public when it is made to more than
100 individuals (Albanian Financial Supervisory Authority). Companies with a
public offering are companies that distribute their shares to the public through
stock exchanges or other legal means. The need to increase capital is associated
with the goal of expanding activities and improving technology, aiming to become
strong competitors in the market. One of the ways to increase capital is by issuing
and selling securities by the company. These new issuances, which can be shares,
bonds, or securities, are usually traded publicly in what is known as the primary
market. Offerings in the primary market can be offered for sale in two ways:

 Public offering, which includes a public offer to communicate to the public
the distribution of securities to a minimum of 100 individuals (based on the
Capital Markets Law).

 Direct allocation, which includes an offer to distribute securities only to a
small group of large investors or a limited number of institutional investors.

To consider an issuance as public, the following conditions must be met:

1. The offer must be distributed to more than 100 investors.

2. The company must be listed simultaneously on the Stock Exchange to enable
small investors to convert their investment into liquidity.

3. During the initial public offering, an advertising campaign must commence
in the media.

Companies aiming to finance their business activities by involving the public
must be organized as publicly traded companies. This results in a complex set of
additional rules related to publication, transparency, control, and other aspects of
public company management.

The “Traders and Companies” Law stipulates that private offering companies
must have a minimum registered capital of ALL 2 million, while those with a
public offering must have this minimum capital of at least 10 million leké (Article
1052). On the other hand, the Law “On Capital Markets”, in Article 245 defines
public companies as those which offer their securities via Public Offerings, either
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initial (IPO) or secondary (SPO), at an amount of ALL 130,000,000, to more than
100 investors.

Initial Public Offering (IPO) involves the distribution of a private company’s
shares to the public for the first time and their listing on the stock exchange to
raise capital as an effective way of financing operations. IPO is an obligation for
the company offering shares to the public and allows investors to convert shares
into liquidity if they wish to exit their investment after a specified period. This is a
common way for companies to secure additional funding by distributing portions
of their ownership to the public.

Secondary Public Offering (SPO) is the distribution of securities of a company
that has previously distributed securities in a public offering. The purpose of
this offering is to increase capital to make investments in the company or to
fund previous debt. The securities distributed through an SPO are also listed
on the stock exchange to create liquidity for their investors. The procedures for
conducting an IPO include several important steps, starting with the gathering
of shareholders, selecting the form of the registration statement, preparing the
necessary documentation, and approving the prospectus. After these steps, the
marketing period begins, along with the sale of shares on the capital market. If
market conditions are favorable, IPOs can be an efficient way for companies to
secure the necessary funding to develop their business activities and increase the
company’s value.

If contingent convertible bonds were to be issued in Albania, a complete
restructuring of legislation would be necessary, also supported by “Basel III
Agreement”. However, considering what happened with these bonds at Credit
Suisse Bank, their implementation in Albania would be even more challenging.
Investors would not be eager to enrich their portfolios with these high-risk
bonds, regardless of the yield they possess. Furthermore, to invest in contingent
convertible bonds, institutional investors would be needed, who must have a well-
diversified portfolio.

Another difficulty encountered in the Albanian market is that banks in Albania
cannot yet offer public offerings. A public offering brings improvements in financial
conditions by ensuring permanent funds that improve the financial situation.
The company benefits from the distributed shares as public information about
products and services is higher. It increases access to secure capital, thus increasing
financing resources and making it easier to obtain loans on favorable terms. Public
offerings bring facilities for securing additional capital from banks, offers of shares
and bonds, and easier registration forms for additional capital. Since banks cannot
offer public offerings, they cannot issue contingent convertible bonds either.

For a country like Albania, the implementation of contingent convertible bonds
would increase the minimum regulatory capital requirement and contribute to the
development of the banking network. It would provide security for bank depositors
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and taxpayers because immediate government intervention would not be needed
in case of bankruptcy. The bank would be “rescued” from these bonds. Other
benefits that the bank will have are increasing the first-tier capital, higher valuation
of shares during the life of the CoCos, improving liquidity position during banking
stress periods, and strengthening the bank’s balance sheet.

Conclusions and Recommendations

Conclusions

Considering the abovementioned analysis, we conclude that:

. Albanian legislation has not specifically addressed contingent convertible

obligations and many other financial instruments. This has rendered these
instruments unenforceable in the financial practice of Albania.

. The absence of a well-established securities market has made it difficult for

financial institutions, such as banks, to issue contingent convertible bonds
and other securities. Investors are not inclined to risk their portfolio with
securities that do not have a developed market.

. Regulations and procedures related to extraordinary interventions in

the banking sector are crucial to ensure financial stability and protect the
interests of investors and depositors in emergency situations.

. Naming government bonds is an important and well-regulated process, where

the nominal value, coupons, and payment conditions are clearly defined.

. The limitation in the Albanian banking sector, where banks are unable to

offer public offerings and contingent convertible bonds, poses a significant
obstacle. This restriction hinders the improvement of financial conditions,
access to secure capital, and favorable loan terms. It also restricts the
distribution of shares and the ability to capitalize on public awareness of
products and services.

Recommendations

Considering the abovementioned conclusions, it is recommended as follows:
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1. Improvement of Albanian legislation to specifically address contingent

convertible bonds and other financial instruments. This would aid in
the development of the securities market and increase interest in such
investments.
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2. Encouragement of establishing a fully functional securities exchange in
Albania to facilitate the issuance and trading of various securities. This
would make investments in securities more attractive and help increase
available capital for financial institutions.

3. Continued improvement of regulations and procedures related to
extraordinary interventions in the banking sector to ensure they align with
international standards and maintain financial stability.

4. Encouragement of banks and financial institutions to explore the possibility
of investing in contingent convertible bonds, viewing them as a means to
raise capital and strengthen their position in the financial market. This could
be done through incentives and rewards for institutions that utilize these
instruments with long-term maturity.

5. Advocate for regulatory reforms that allow Albanian banks to conduct public
offerings and issue contingent convertible bonds. These changes would
enable banks to enhance their financial stability, access additional capital,
and improve their overall financial situation. Additionally, it would facilitate
the dissemination of public information about their offerings, attracting
more investors and contributing to a more robust financial market.
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Abstract

This paper explores the complex landscape of national and civil security in Kosovo,
focusing on the premises, main components, challenges, and risks associated with
establishing a secure and stable environment in Europes youngest nation. Kosovo’s
journey towards statehood and security is hindered by a myriad of factors including
political instability, economic underdevelopment, and the lingering effects of ethnic
tensions. The research delves into the intricate dynamics between national security
measures and human security needs, emphasizing the impact of political instability
on the broader security framework. By examining the roles of various security
institutions such as the Kosovo Security Force and the Kosovo Police and assessing
their effectiveness in the face of external threats, particularly from Serbia and its
allies, this study highlights the ongoing struggles and the necessary reforms in Kosovo’s
security sector. Additionally, the paper discusses the influence of international actors
and frameworks, including NATO and the EU, in shaping Kosovo’s security policies
and practices. Through a comprehensive analysis, this study calls for a concerted
effort from both local leadership and international partners to enhance Kosovo’s
security architecture, ensuring a stable, secure, and prosperous future for its citizens.
The recommendations provided aim to fortify Kosovos institutional capabilities and
address the socio-political challenges that impede its path to a secure statehood.
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Introduction

This paper aims to analyze the premises, main components, challenges, and risks
of National Security in Kosovo. Much has been researched and written about the
challenges and potential for Kosovo's further development as a state, economy, and
society. It is acknowledged that the country’s economic policies have primarily
focused on the sustainability of the public sector, a sector that is substantial and
consequently costly. National and Human Security in the Republic of Kosovo is far
from what it should be. Despite numerous contributing factors to Kosovo’s slow
progress and the human security of its citizens in the last decade, a fundamental
(and often overlooked) issue has been political instability, including recurrent
premature elections resulting in a series of unresolved government mandates.
As a result, implications for human security have been low, as the negligence in
addressing political instability, which is solely responsible for Kosovo’s progress,
has led to increased challenges in food security, employment security, and, among
others, healthcare security.

Kosovo, Europe’s youngest nation, still encounters obstacles in solidifying its
state sovereignty. As it progresses from a critical phase of establishing statehood
and strengthening democratic institutions, Kosovo continues to be an unfinished
item on the agendas of global powers. Serbia’s territorial assertions, the inability to
secure UN membership, and non-recognition by five EU countries impede Kosovo's
overall political, economic, and social progress (Perera, 2018, p.8). In the crucial
undertaking of state-building, it is vital to strengthen both national security and
the institutions that safeguard it. Effective security frameworks are foundational
to a stable and autonomous state. Additionally, Kosovo’s efforts to establish a
robust national security system are complicated by the presence of Serbian parallel
structures. These entities, which operate within Kosovo's borders, are endorsed
and supported by officials from Belgrade, posing significant challenges to Kosovo's
sovereignty and internal security. This external interference undermines Kosovo's
quest for stability and recognition as an independent state.

This paper serves as a call for awareness. It is a warning for policymakers and
civic actors in directly affected countries, as well as leaders in Western Europe
and the United States, who are parties interested in Kosovo’s secular, pro-Western
democracy.
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Factors of Slow Development and the National Security System
in Kosovo

Kosovo has traversed a long journey since the 1999 war. The extended transition
phase from peacekeeping to state-building has yielded relative stability in Kosovo.
The political progress in Kosovo has been significant. The Republic of Kosovo is
recognized by 113 UN member states (Ministry of Foreign Affairs of the Republic
of Kosovo, 2017). Moreover, Kosovo has made considerable strides in consolidating
its state institutions. Notably, progress has been achieved in Kosovo's economic
development (Coleman, 2016).

Research by Alesina, Ozler, Rubini, and Swagel (1996) identifies political
instability as “the tendency of a government collapse... a pattern in which such
political instability and economic growth are determined together.” Furthermore,
their findings indicate that while low economic growth increases the likelihood
of government changes, political instability and subsequent government collapse
enhance the chances of future government collapses (Alesina et al., 1996).

Since Kosovo's independence, the political sphere has been marred by division,
even when critical national interests, questioned in this perspective, seemed
uncertain for a population that desperately needs a united front to address its
numerous fundamental needs. In these conditions, Kosovo still grapples with the
inability to meet the basic needs of its citizens, as mentioned above. Moreover,
Kosovo has not overcome the major obstacles to progress, including corruption,
organized crime, and finding realistic solutions to ethnic disputes. Nevertheless,
unstable governments and the now-established tradition of premature elections
remain significant obstacles to progress (Global Security, 2017).

Immediately after independence, governments resulting from the national
elections of November 17, 2007, were all short-lived. This governments mandate
was interrupted when, after independence, Kosovo held its national elections on
November 15, 2009. Subsequently, due to the Constitution of Kosovo, the court
ruled on President Sejdiu that he had violated the constitution by mentioning
the violation of not holding the positions of president and party political leader
simultaneously (Democratic League of Kosovo) and President Sejdiu’s resignation
on September 27 created a deterioration in the coalition relations between the LDK
(Democratic League of Kosovo) and PDK (Democratic Party of Kosovo).! With the
vote of no confidence in the Assembly of Kosovo against the Thagi Government,
early elections occurred again on December 12,2010. While international observers
deemed the elections successful, local elections were scandalized by irregularities

! The Constitution of the Republic of Kosovo, Article 88.
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and electoral manipulations, irregularities in counting, intimidation, and pressure
on local observers, violations of election procedures, forgery of signatures on the
voter list, and family voting, leading to reruns in some municipalities in early 2011
(Global Security, 2017).

Canadian Foreign Minister Lloyd Axworthy called the NATO presence in
Kosovo a new security vocation seeing the defense of human security as a global
concern and the humanitarian imperative that galvanized NATO into action
(Lloyd, 1999).

The People of Kosovo and Their Human Security

Despite the aforementioned political instability being a common denominator
in a series of challenges for the country regarding human security, institutions
and people, in general, still do not comprehend security beyond the traditional
perspective. Hence, they are not directly recognizing the negative correlation that
political instability has with their human security. In this sense, Kosovo's institutions
and society predominantly focus on security issues traditionally understood, such
as the military, police, and intelligence, while paying less or no attention to issues
related to human security and social security (DCAF, 2015, f. 2). These aspects are
equally crucial for national security, especially for a state like Kosovo.

The concept of human security encompasses various factors, including
economic, health, food, political, communal, environmental, and personal security.
According to Kofi Annan (2001), human security, in its broader sense, involves
much more than the absence of violent conflict. It includes human rights, good
governance, access to education and healthcare, and ensuring that every individual
has the opportunity and choice to fulfill their potential. Each step in this direction
is also an improper step toward poverty reduction, economic growth, and conflict
prevention. Freedom from want, freedom from fear, and the freedom of future
generations to inherit a healthy natural environment, where these can be called the
connecting blocks that build human security and consequently national security
(Center for Global Development Research, p. 1). Although the focus on human
security in Kosovo differs from that of national security, both are closely linked.
Human security is crucial not only for the well-being of the country but also for
national security, stability, and overall development.

The majority of the focus in Kosovo, on security issues, has been on establishing
the Armed Forces of Kosovo and preventing radicalization and violent extremism
(OSCE, 2022). Focusing solely on these two aspects of security has allowed the
neglect of serious fundamental issues related to human and social security in the
country. If not addressed, these issues pose a serious threat to national security
as a whole. The lack of economic growth and opportunities for the citizens of
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Kosovo has become a serious challenge in consolidating Kosovo as a stable state.
Its national security and approach to countering violent extremism have so far
failed to address one of Kosovos key issues—the crisis of identity in a mostly young
population burdened with information and change in an environment that has
provided no adequate support (Coleman, Human Security in Kosovo: Another
Facet of National Security, 2016). While the goal of a new country like Kosovo
should be to create a capable state ready to fulfill its duties and obligations to its
citizens, significant shortcomings in various areas related to human security of the
citizens of Kosovo remain (UNODC, 2008). These shortcomings make Kosovo's
citizens even more vulnerable, especially in an environment where political
stability is at its worst, and snap elections seem to challenge almost every term of
the central government, making Kosovo’s progress even more unattainable.

National Security as a Vital Component of Power: A Synthesized Analysis

National security is a fundamental aspect of power, essential for protecting a
society’s core values. To ensure comprehensive national security, states develop
policies and establish institutions. This requires implementing protective measures
at both national and international levels. States must engage in a series of strategic
actions to secure their interests and safety. An analysis of the current security
situation, its trends, and the nature of external threats, challenges, and risks to
critical assets is imperative. It is also crucial to assess the legality of the emergence
of negative security situations and to identify the causes behind these adverse
security events (Stankovski, 2013, p. 137).

Security is a variable value that nations may possess in varying degrees and
to which they may aspire in different extents. When juxtaposing it with wealth
and power—where wealth quantifies a nation’s material riches, and power gauges
its capability to influence or control the behavior of others—security takes on a
distinct dimension. In an objective sense, security can be measured by the absence
of threats to a nation’s established values, indicating a state where these values are
not actively endangered. Conversely, in a subjective sense, security reflects the
absence of fear among the populace that these valued assets or principles are at risk
of being compromised or attacked. This dual perspective on security underscores
its role as both a tangible and psychological state within the context of national
stability and wellbeing (Wolfers, 1952, pp. 485-486).

The national security system, which includes two principal components—
national security policy and national security structures—ensures the safety of
society’s members (Grizold, 1999). Given the complex global landscape marked by
frequent political disagreements and conflicts both worldwide and within regions,
it has become crucial for states to prioritize enhancing their national security
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framework. Consequently, national security must be regarded as a top priority
by both the government and public security bodies. This necessitates substantial
investments in financial resources, infrastructure, and human capital to equip the
state to face global and regional security challenges effectively.

Over the past 15 years, the Western Balkans has undergone a dramatic
transformation in geopolitical, security, and defense circumstances. This
transformation commenced with NATO interventions against former Yugoslavia
(1995, 1999) and continued with the Ohrid Framework Agreement (2001), the
independence of Montenegro (2006) and Kosovo (2008), the NATO membership
of Albania and Croatia (2009), and Croatia’s accession to the EU (NATO, 12
May 2022). The relations between Kosovo and Serbia, still in the early stages
of normalization, deviate from this general trend (Peci, 2014, p. 9). Among all
Western Balkan countries, only Bosnia and Herzegovina, North Macedonia, and
Kosovo are not NATO members. Serbia, due to the events of the 1999 war, is not
interested in joining this organization.

Intervention and Russian Influence in the Western Balkans

The security sector encompasses all structures, institutions, and personnel
responsible for offering, managing, and overseeing security at the national and
local levels. Effective Security Sector Governance (SSG) denotes the provision
of responsible state and human security within a framework of democratic civil
control, rule oflaw, and respect for human rights. The primary goal of Security Sector
Reform (SSR) is to establish a strong and efficient security sector governance (SSG).
SSR is both a political and technical endeavor that seeks to boost state and human
security by improving the effectiveness and accountability of security provision,
management, and oversight. This is achieved within a framework that emphasizes
democratic civilian control, adherence to the rule of law, and a commitment to
human rights (DCAF - Geneva Centre for Security Sector Governance, 2022).
While SSR can be targeted at specific components of the security sector, it may also
encompass the entire system, provided the overarching aim is to enhance both the
efficiency and the accountability of the security operations.

A critical aspect of national security is the development of a security policy.
This policy is grounded in national interests, which serve as both the basis for
formulating the security policy and the benchmarks for managing security threats
and evaluating strategic alternatives (Bartholomees, 2010, p.5). Furthermore,
national security objectives play a pivotal role in safeguarding and promoting these
national interests, guiding the strategic direction and operational priorities of the
security policy (Peci, 2014, p.18).
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An examination of the security and military landscape reveals that Kosovo is
not confronted with direct and significant threats from any of the Western Balkan
nations, with the notable exception of Serbia. Serbia continues to make territorial
claims and sporadically threatens the use of force. The primary security concern
for Kosovo arises from Serbia’s aggressive defense and security strategies, which
involve using its military forces for political ends. As such, it is difficult to dismiss
the possibility that Belgrade maintains military strategies for potential unforeseen
conflicts with Kosovo. Clearly, Kosovo itself does not represent a military threat
to Serbia, neither now nor in any future scenario. This is despite the so-called
“security” issues? that Belgrade raises, which fundamentally stem from its refusal to
recognize Kosovo. Moreover, the ongoing dialogue between Pristina and Belgrade,
though supported by Brussels, has yet to address initiatives that would foster
trust and cooperation on security and defense matters between the two states.
Consequently, achieving a substantial normalization of relations, which could
pave the way for mutual recognition, seems implausible without first resolving the
doctrinal disputes that currently hinder defense cooperation between Kosovo and
Serbia (Peci, 2014, p. 64).

The withdrawal or cessation of NATO’s mission in Kosovo would be detrimental
to the security of the youngest state in Europe—Kosovo. This risk is further
compounded by Kosovo’s non-membership in the United Nations (NATO-Nato's
role in Kosovo,2021). The most plausible option in the Serbia-Kosovo relationship
is that Serbia seeks the partition of Kosovo, with its northern, predominantly
Serbian-populated part being annexed by Serbia. This scenario is speculated to
be executed by Serbian leaders and poses the greatest risk to the sovereignty and
territorial integrity of the Republic of Kosovo. Kosovo has established armed forces
and should become a NATO member as soon as possible.

Institutions of the Security of Kosovo

Key institutions and mechanisms play pivotal roles in Kosovo's security architecture.
These include the Parliament, the President, the Government (comprising the
Prime Minister and various ministers), the Kosovo Security Council, the Kosovo
Police, the Kosovo Security Force, as well as the Kosovo Intelligence Agency and
the Civil Aviation Authority. Among these, the Kosovo Police holds a unique and
critical position as it is currently the sole local security entity authorized to exercise
any form of physical force. This exclusive authority positions the Kosovo Police as
the most significant local security institution in the region (Qehaja and Vrajolli,
2012, p. 111).

* The EU-facilitated Belgrade-Pristina dialogue chaired by High Representative Josep Borrell, 27
February 2022
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The Constitution of the Republic of Kosovo, which became effective following
Kosovo's declaration of independence, includes a detailed revision of the security
apparatus under Chapter XI. This chapter is critical as it outlines the framework
and responsibilities of the security organs within Kosovo. Specifically, Article
125, titled “General Principles,” delineates several key aspects: (a) It affirms the
Republic of Kosovo’s sovereignty over law enforcement, security, justice, public
order, intelligence, civil emergencies, and border control within its borders; (b) It
mandates that security institutions in Kosovo are tasked with safeguarding public
security and the rights of all citizens. These institutions are required to operate
transparently and adhere to internationally recognized standards of democracy
and human rights. Furthermore, these institutions are expected to reflect the
ethnic diversity of Kosovo's population in their composition; (c) It asserts Kosovo's
commitment to honor all binding international agreements and rights and
highlights its collaboration with international and regional security organizations;
(d) It ensures that security institutions are subject to civil and democratic
oversight, guaranteeing accountability and governance in line with democratic
principles. Additionally, the Constitution stipulates that the Assembly of the
Republic of Kosovo is responsible for supervising the budget and policies of the
security institutions, which are to be regulated by national laws. This constitutional
framework was established on June 15, 2008, in alignment with the Comprehensive
Plan for the Resolution of the Final Status of Kosovo, commonly referred to as
the Ahtisaari Plan (Brosig, 2011, p.2). This plan played a crucial role in shaping
the constitutional and security architecture of the Republic of Kosovo, aiming to
provide a robust legal and operational foundation for the country’s governance and
security mechanisms (Perrit, 2009).

Kosovo's political framework is shaped by the Ahtisaari Package, which has
led to the establishment of security and defense institutions, including defense
forces. To facilitate the formation of the Armed Forces of the Republic of
Kosovo, constitutional amendments were necessary. These changes represented
significant challenges for Kosovos institutions as they navigated the complex
process of establishing a national armed force (Hallenberg, 2006, p.337). With the
establishment of these armed forces, it is evident that Kosovo’s security architecture
has been comprehensively enhanced, reflecting a more robust defense capability.

Under the current provisions of the Constitution of the Republic of Kosovo, the
Kosovo Security Force is designated as the national security force of the Republic
of Kosovo. It has the authority to deploy its members internationally, in line with
the country’s international obligations. This force is primarily responsible for
the protection of Kosovos citizens and communities, operating within the legal
competencies outlined by national legislation. The President of the Republic of
Kosovo holds the role of Commander-in-Chief of the Kosovo Security Force,
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ensuring that the force remains under the supervision of democratically elected
civilian authorities (O'Neill, 2002). The Kosovo Security Force is notable for its
representation of the ethnic diversity within Kosovo, recruiting members from
all segments of the country’s population. This inclusivity is a fundamental aspect
of its operational ethos. The appointment of the Commander of the Kosovo
Security Force is made by the President, based on a recommendation from the
Government, which underscores the integration of democratic oversight in its
command structure. The internal organization and operational parameters of the
Kosovo Security Force are governed by national laws, as stipulated in Article 126
of the Constitution of the Republic of Kosovo. This legal framework ensures that
the force’s activities are conducted within a structured and regulated environment,
reinforcing its role in national and international security contexts.

The functioning and competencies of the Kosovo Security Force (KSF) are
governed by Law No. 03/L-46, which was enacted by the Assembly of Kosovo on
March 13, 2008. This law outlines the structure and duties of the KSF, defining it as
an entirely voluntary organization, recruited from all segments of society, thereby
reflecting the diverse makeup of the country (Sur, 2010, p.178). Furthermore, the
official languages for the KSF are Albanian and Serbian, ensuring accessibility
and inclusivity within the force. English is also used for communications
with international organizations, facilitating international cooperation and
engagement. The Kosovo Security Force is tasked with specific security functions
that are distinct from those of the police or other law enforcement agencies. These
functions are carefully monitored and must adhere to international standards.
The deployment of these functions is coordinated with the International Military
and the International Civilian Representative, as specified in Article 9 of Law No.
03/L-46. This framework ensures that the KSF operates within a structured and
regulated environment, contributing effectively to the national and international
security landscape.

Following Kosovo's declaration of independence, the Kosovo Security Council
(KSC) was formed in line with the legal frameworks set out in the Ahtisaari Package,
marking a significant component of Kosovos new security sector architecture.
Central to the council are key national figures who play a pivotal role in the
council’s operations. The KSC is primarily advisory and evaluative, tasked with
shaping policy and reviewing legislation pertinent to the national security sector
(Security Forum, 2010, p. 9). This body is constitutionally established, following the
stipulations laid out in the Constitution of the Republic of Kosovo. Unlike in many
developed countries where the president often heads the national security council,
in Kosovo, the Prime Minister leads the Kosovo Security Council. This arrangement
underscores the distinct governance structure of the country (Murphy, 2009). As
per the Constitution, the Kosovo Security Council works collaboratively with both
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the President and the Government of Kosovo to devise the security strategy for the
Republic, ensuring a cohesive and comprehensive approach to national security
planning and implementation. This strategic collaboration is essential for aligning
the security objectives and initiatives across the different branches of government.

The Kosovo Intelligence Agency is a key constitutional security institution
in Kosovo, established under the guidance of the Constitution in Chapter XXI,
titled “Security Sector;” more precisely in Article 129. This agency plays a crucial
role in maintaining national security by detecting, investigating, and monitoring
security threats within the Republic of Kosovo. The Constitution outlines
several fundamental characteristics of the agency: (a) Its primary function is
the surveillance and analysis of security threats. (b) It is designed to operate as a
professional body that is politically independent and ethnically diverse, ensuring
broad representation and impartiality. Additionally, it is subject to legislative
oversight as prescribed by law. (c) The leadership of the Kosovo Intelligence
Agency, including the director, deputy director, and general inspector, is appointed
jointly by the President of the Republic of Kosovo and the Prime Minister following
consultations with the Government (Kastrti & Shala, 2017). The qualifications and
tenure of these positions are strictly regulated by law. (d) Both the President and
the Prime Minister are privy to the same intelligence reports, facilitating a unified
approach to national security issues (Constitution of the Republic of Kosovo,
Article 129). This structure ensures that the agency operates transparently and is
accountable to the country’s top elected officials, reinforcing its role in safeguarding
Kosovo's security.

InJune 2008, the Assembly of Kosovo passed the Law on the Kosovo Intelligence
Agency (KIA), Law No. 03/L-063, which delineates the specific mandate and
operational framework for the KIA (Knoll, 2009, p.184). This legislation provides
a detailed outline of how the KIA is to be structured and function within the
legal confines established. Notably, the law sets clear boundaries on the executive
powers of this agency by explicitly prohibiting the use of force, either directly
or indirectly, the arrest of citizens, and even the initiation of investigations.
Further, the Law on the Kosovo Intelligence Agency governs various aspects
of the institution, including its establishment, operational scope, methods for
verification, as well as the organizational and management structures. It also
dictates the KIAs protocols for cooperation with other domestic institutions.
Importantly, the legislation clearly identifies functions that are outside the
permissible scope of the KIA, reinforcing the agency’s role as one that must
operate within strict legal and ethical guidelines to ensure transparency and
accountability in its operations. This framework aims to create a well-regulated
environment for the intelligence agency, ensuring that its activities align with
democratic norms and the protection of civil liberties.
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The Kosovo Police stands as the pivotal institution for ensuring the security
of citizens in the Republic of Kosovo. Initially established by the international
community as the Kosovo Police Service, this organization has undergone
significant transformation to become the robust and credible entity known
today as the Kosovo Police. This evolution aligns with the mandates outlined in
the Constitution and the Law on the Kosovo Police (Eckhard, 2016, p. 53). The
operations, organizational structure, and responsibilities of the Kosovo Police are
meticulously governed by specific legislation, particularly the Law on the Kosovo
Police, adopted on March 2, 2012, under Law No. 04/L-076. This statute details
the powers and duties of the police, their organizational framework, and various
aspects pertinent to their functions and activities within the Republic of Kosovo
(Law No. 04/L-076, Article 1).

The Kosovo Police operates as a public service within the Ministry of
Internal Affairs framework, functioning under the authority of the Minister
of Internal Affairs. While operational management does not fall under the
Minister’s direct control, oversight and supervision are provided by the General
Director of the Police. The General Director maintains a direct reporting line
to the Minister responsible for Administration and Management of the Police,
ensuring regular communication through reports and updates as stipulated
by law.

The police force executes its duties through a unified command chain
that extends across the entire territory of the Republic of Kosovo. It is also
distinguished by a uniform, emblem, and flag that have received official
approval from the government of Kosovo. In its operational capacity, the
Kosovo Police collaborates extensively with both central and local government
institutions, the state prosecutor, and judicial courts. Additionally, it holds
the mandate to engage with international counterparts through cooperation
outlined in existing laws or international agreements (Gojani & Curri,
2021, p. 63). This comprehensive framework supports the Kosovo Police in
effectively maintaining law and order and safeguarding public security across
the nation.

Since June 1999, Kosovo has been under the administration of the United
Nations Mission in Kosovo (UNMIK), with the security sector falling within
the mission’s jurisdiction. According to UN Security Council Resolution 1244,
this arrangement encompasses not only the civilian presence and police but also
the NATO forces, which are recognized alongside the Kosovo Security Force.
Following Kosovo's declaration of independence, the NATO-led Kosovo Force
(KFOR) has maintained its presence in the region. Additionally, the scope of
international involvement has broadened with the integration of the European
Union Rule of Law Mission (EULEX). This expanded mission reflects a continued
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commitment to Kosovos stability and governance, providing both military and
civil law enforcement support to ensure a secure and lawful environment in the
post-independence era.

Challenges of National Security of Kosovo

Kosovo, despite its status as a new and small nation, faces a complex array of
geopolitical and security challenges. The dynamic nature of international relations
has necessitated that small states like Kosovo adapt their foreign policy strategies
to address security concerns effectively. Kosovo has strategically navigated these
challenges to mitigate the impacts of power vacuums in the global political
landscape. Different state strategies have emerged, ranging from adopting neutrality
and maintaining a passive stance to taking a more proactive role as key players in
international relations. These strategies are tailored to align with national interests
and are intrinsically linked to the sovereignty of these small states (Vladychenko,
2017, p. 44). Often, this necessitates a delicate balance between integration, security,
self-defense, and the partial relinquishment of sovereignty to achieve broader goals
(Elezi, 2015, p. 140).

Strategic documents approved by the institutions of the Republic of Kosovo
outline a significant spectrum of challenges. These challenges are categorized
into ‘Common Responsibilities’ and ‘Opportunities for Progress. Under the
first category, challenges are broadly defined, underscoring the essential role of
institutional cooperation within Kosovo to tackle these issues effectively (Hensel,
2006, p. 17). It also highlights the importance of international cooperation and
the benefits of membership in regional and global organizations, which not only
enhances Kosovo's security but also contributes to regional stability.

The second category offers a detailed analysis of Kosovo's specific security
challenges. It addresses issues such as governance, corruption, organized crime,
terrorism, the proliferation of weapons, explosive devices, and civil emergencies.
Additionally, it encompasses economic development, education, research, the
integration of diverse communities into public institutions, agriculture, public
health, the environment, and cultural heritage preservation (Kosovo Security
Council, 2010, pp. 11-16).

However, while this strategy outlines a broad range of issues, it lacks depth
in addressing potential threats to Kosovo's security and state integrity, which are
considered in a separate strategic document, the “Strategic Sector Security Review
Analysis of the Republic of Kosovo.” This comprehensive approach ensures that
from planning through to execution, every aspect of the strategy is subject to
rigorous control and evaluation. This process tests the strategy’s rationality and
effectiveness in achieving its intended outcomes (Chappella, Mawdsley & Petrov,
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2016). In this universal context, even for a small state like Kosovo, the national
security strategy acts as a crucial document. It not only outlines the country’s
fundamental national interests but also guides the formulation and execution
of policies aimed at leveraging opportunities and countering threats to national
security.

National Security as an Essential Component of Central Power

National security is the foundation through which a society protects its most vital
values. States develop policies and establish institutions dedicated to maintaining
this security across both national and international arenas (Kononenko, Novikova,
& Kharchenko, 2022). Ensuring national security involves a comprehensive
approach, necessitating a variety of strategic actions aimed at safeguarding a
nation’s stability.

Critical to this process is the thorough analysis of the current security
environment. This includes assessing trends, identifying external security risks,
challenges, and threats, and examining the legality and causes of negative security
events. Such analysis results in a synthesized evaluation that not only describes
the incidents in detail but also forecasts their potential impacts on future security
scenarios (Stankovski, 2013, p. 137).

Security is a multifaceted value within a nation, comparable in importance to
wealth and power, which are prominent in international relations. Whereas wealth
quantifies a nation’s material assets and power reflects its influence over others,
security is uniquely characterized by the absence of threats to a nation’s cherished
values and, subjectively, by the absence of fear among its populace regarding
potential attacks on these values (Wolfers, 1952, pp. 485-486).

At its core, the national security system includes two primary components:
national security policy and structures. Together, these provide comprehensive
protection for all members of society (Grizold, 1999). The evolving global landscape,
marked by frequent political divergences and conflicts, necessitates that nations
prioritize the enhancement of their security frameworks. This involves significant
investments in financial, infrastructural, and human resources to fortify national
preparedness against both global and regional security challenges.

Over the past 15 years, the Western Balkans have experienced significant
geopolitical, security, and defense transformations. This period has seen pivotal
events such as NATO’s interventions in Yugoslavia (1995, 1999), the Ohrid
Agreement (2001), the independence declarations of Montenegro (2006) and
Kosovo (2008), and the NATO admissions of Albania and Croatia (2009), along with
Croatias entry into the EU (Peterson, 2021). These developments reflect a transition
from conflict to peace, from peace to fragmentation, and from fragmentation to an

JUS & JUSTICIA No. 18, ISSUE 1/ 2024 51




era of cooperation. However, the early dialogues between Kosovo and Serbia show
deviations from this broader trend of cooperation, indicating unique challenges at
various discussion levels (Peci, 2014, p.9).

Within the region, Bosnia and Herzegovina, Macedonia, and Kosovo remain
outside NATO, partly due to Serbia’s reluctance to join the alliance following the
1999 conflict. The absence of NATO membership for these nations opens avenues
for Russian intervention and influence, posing significant geopolitical and security
concerns in the Western Balkans (Oxford Analytica, 2021).

New National Security of Kosovo

The security sector encompasses all the structures, institutions, and personnel
tasked with providing, managing, and overseeing security at both national and
local levels. A robust security system is characterized by its capacity to deliver
effective and responsible state and human security, all within a framework governed
by democratic civilian oversight, adherence to the rule of law, and a steadfast
commitment to human rights (Monshipiuri, 2012, p.17). The enhancement of
such a system is the primary objective of security sector reform, which involves
a comprehensive political and technical process aimed at optimizing the efficacy
and accountability of security provision, management, and oversight. This process
adheres strictly to principles of democratic control, legal conformity, and human
rights respect (Center for International Policy, 2014). The focus of these reforms
can vary, targeting specific parts of the security sector or enhancing the functioning
of the entire system to ensure improved effectiveness and accountability.

Formulating a national security policy is a critical component of national
security. This policy is fundamentally based on national interests, which guide
the assessment and response to security threats and the exploration of strategic
options (Bartholomees, 2010, p. 5). Furthermore, national security objectives
are instrumental in directing efforts to protect and promote these interests, thus
serving as a vital framework for the operational goals and strategic directions of
the security sector (Peci, 2014, p. 18). These elements combine to form a cohesive
strategy that ensures national security is maintained in alignment with the country’s
overarching goals and values.

The security sector encompasses all the structures, institutions, and personnel
tasked with providing, managing, and overseeing security at both national and
local levels. A robust security system is characterized by its capacity to deliver
effective and responsible state and human security, all within a framework governed
by democratic civilian oversight, adherence to the rule of law, and a steadfast
commitment to human rights (Monshipiuri, 2012, p.17). The enhancement of
such a system is the primary objective of security sector reform, which involves
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a comprehensive political and technical process aimed at optimizing the efficacy
and accountability of security provision, management, and oversight. This process
adheres strictly to principles of democratic control, legal conformity, and human
rights respect (Center for International Policy, 2014). The focus of these reforms
can vary, targeting specific parts of the security sector or enhancing the functioning
of the entire system to ensure improved effectiveness and accountability.

Formulating a national security policy is a critical component of national
security. This policy is fundamentally based on national interests, which guide
the assessment and response to security threats and the exploration of strategic
options (Bartholomees, 2010, p. 5). Furthermore, national security objectives
are instrumental in directing efforts to protect and promote these interests, thus
serving as a vital framework for the operational goals and strategic directions of
the security sector (Peci, 2014, p. 18). These elements combine to form a cohesive
strategy that ensures national security is maintained in alignment with the country’s
overarching goals and values.

Kosovo has established its Armed Forces, a development deemed essential for
maintaining peace and security within the state. The potential withdrawal or end
of NATO’s mission in Kosovo was viewed as a critical threat to the security of
Europe’s youngest state (NATO, 2008). This concern was exacerbated by Kosovo's
lack of membership in the United Nations, highlighting its vulnerability on the
international stage. In the context of relations between Serbia and Kosovo, the
most concerning possibility is Serbia’s aspiration to partition Kosovo (Mehmeti
& Radeljic, 2016). Specifically, Serbian leaders are thought to favor the annexation
of northern Kosovo, which has a Serbian majority. Such a move would pose a
significant threat to the sovereignty and territorial integrity of the Republic of
Kosovo. Consequently, the creation of Kosovo's Armed Forces and the pursuit of
NATO membership have been prioritized by Kosovo's government. Unlike some
states that may choose a path of military neutrality, Kosovo has explicitly expressed
its intention to join NATO, underscoring its strategic decision to align more closely
with Western security frameworks as a means of bolstering its national defense
and sovereignty.

The national security system of Kosovo is structured around three fundamental
components, each crucial to its comprehensive security strategy. These include: (a)
the Constitution, relevant legislation, and various strategic documents that outline
the security framework; (b) the security institutions tasked with implementing
these policies; and (c) the overarching national security policy that guides the
country’s defense and security priorities (Bartholomees, 2010, p. 5; Peci, 2014, p.
18). Legal frameworks are essential not only for defining the scope and function
of these security institutions but also for shaping the national security policy that
drives their operations. These documents provide the legal basis required for
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the effective realization and maintenance of national security, ensuring that all
measures are grounded in law.

Moreover, the protection of Kosovo’s territorial integrity and sovereignty is
a collaborative effort, involving both national mechanisms and international
support. This effort is characterized by close coordination with the international
military presence led by NATO and reinforced through partnerships with Kosovo's
strategic allies. This cooperative approach is integral to the country’s security
strategy, as outlined in the Kosovo Security Strategy 2022-2027, page 10, ensuring
a robust defense posture aligned with both national interests and international
support frameworks.

Russia in the Western Balkans
Russia’s Policies in Kosovo

Alongside China, Spain, and other influential states, Russia’s resistance to the
international sovereignty of Kosovo poses a serious challenge to policymakers in
Pristina and supporters of Kosovo in Europe and North America. As a permanent
member of the UN Security Council, Russias “original” views on Kosovo,
which invoke the authority of international law, present a challenge for Kosovo's
policymakers and the international community aiming to secure “international
legal sovereignty” for the government of Kosovo (Milano, 2010, p.2). This paper
evaluates Russia’s policy in Kosovo (and consequently, in the Balkans), analyzes
briefly Russian perspectives on the international system, conflicts, and institutions,
and highlights some of the soft and hard power tools it practically employs.

There are three broader points related to Russia’s policy towards Kosovo since
the mid-1990s. Firstly, both Yeltsin’s and Putin’s governments have pursued highly
realistic policies towards Kosovo and the Balkans (Ozlem, 2021, p.122). These
primarily serve the broader agenda of Russia’s foreign policy, the main objective of
which is for the Russian government to regain its position as a global power. For
this purpose, the Russian government uses a full range of tools of both soft and
hard power.

Secondly, Russia’s policy towards Kosovo (and the Balkans) remains peripheral,
enabling small Russian investments in support of Serbian interests against Kosovo's
sovereignty (Capussela,2015). It serves to hinder Western efforts to strengthen its
influence networks in Kosovo and the Balkans. Furthermore, Russia’s support for
the continuous international legal sovereignty of the Serbian population in Kosovo
aligns with its preference for security in its near abroad and support for rising
powers against post-Soviet governments that may wish to join NATO and the EU,
such as Ukraine, Georgia, or Moldova (Pouliot, 2010, p.194).
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Lastly, the projection of soft power in Kosovo and the Balkans is also a reminder
of the assumed cultural affinities between Orthodox Slavs through the Russian
Orthodox Church and a demonstration of Russia’s goodwill by supporting Serbia’s
capacity to respond to crises. Russia dismisses its actions in the current regional
“great game” repetition (Meyendorff, 2017).

Russia as a Global Power

Several authors establish a connection between Russia and the Western Balkans by
on their shared historical pasts (Kaplan, 2013) claims that Russia has historically
focused its attention on the countries of the Western Balkans.

The Russian partnership with Serbia has been built on Russia’s opposition to
Kosovos independence. Belgrade has sought Moscow’s help in rebalancing the
power balance with Pristina, which has been backed by the US and other key EU/
NATO nations in the past. It has been crucial in keeping Kosovo out of international
organizations such as the UN and its agencies (Bechev, 2019).

Focused on encouraging independence, Moscow has done all possible to prevent
the Bosnian Serb leadership from being censored by the Implementation of Peace
Council (Bechev, 2019). The Russian government has consistently pursued a policy
aimed at strengthening its position as a global power. This key consensus has
remained relatively stable since the end of the Cold War, emphasizing Russia’s role
as a regional power with global reach. This effort aimed to popularize a favorable
image of Russia and raise interest in the language and culture of that nation among
the rest of the globe (Loss, 2021).

President Putin, akin to Ivan the Terrible and the Assembly of Russian Lands in
the fifteenth century, steadfastly asserts Russia’s place at the table as a government
with both regional command and global extension (GovInfo, 10 Jan 2018). It
was hard for the Russian Ministry of Foreign Affairs to ignore the risk that the
Kosovo leadership’s policies have increased tension and interethnic strife in the
region (Ministry of foreign affairs of the Russian Federation information and press
department 216-17-02- 2008). Unofhicially, Russian nationals assist in funding
and managing nationalist and paramilitary organizations, including contentious
military-style boot camps for young Serbs (McBride, 2022).

Furthermore, media and propaganda play a significant role in shaping public
opinion about Russia and its influence in the Western Balkans, including Kosovo.
Following the arrests of the former president, Hashim Thagi, and the former
speaker of the Assembly of Kosovo, Kadri Veseli, in November 2020, the Specialized
Chambers of Kosovo received appreciation from the Ministry of Foreign Affairs of
Russia among others. Additionally, a report from the Kosovo Institute for Policy
Research and Development (KIPRED) in March 2021 found that the Russian-
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controlled media are very active in disinformation campaigns against Kosovo
(SOT.COM.AL. 27 Aug 2022).

Remodeling Relations between Kosovo and Turkey:
Between Facts and Emotions

Turkey implements its “outside-in” policy in the Western Balkans, and Kosovo
holds a significant place in this context. A brief historical background of Turkey’s
policy towards Kosovo since the early 1990s Kosovo Crisis (1998-1999) marked
a new era in Turkish foreign policy (Tabak, 2017). At the end of the Cold War,
Turkey adopted a more assertive and multidirectional foreign policy. Turgut Ozal’s
vision of Turkey as a regional power, extending its influence from the Adriatic to
China, implied a new approach to foreign policy (Dogan, 2013). In this geopolitical
environment, during the 1990s, Ankara viewed the Western Balkans as a new
strategically important gateway to Europe and was inclined to involve NATO in the
region (Foteva, 2014). According to then-President Demirel, the crisis in Kosovo
gave Turkey the opportunity to demonstrate that it was a “first-class member of
NATO” during NATO’s bombing campaign against Serbia in 1999. In addition, the
Turkish public and political elite paid special attention to the historical Ottoman
legacy in the Balkans, including Kosovo, which is also home to a vibrant Turkish-
speaking minority (Aksin, 2011). Complex factors elicited a mixed reaction from
Ankara to the Kosovo crisis. In the first half of the 1990s, Ankara maintained a low
profile, focusing on the Turkish-speaking minority in Kosovo (Baykusoglu, 2009).
Other issues emerged because of the war, particularly the humanitarian emergency
and the risk of regional conflict spreading. Religious issues were also a factor for
Turkey. The Serb-Orthodox union, foreign policy based on the Serb-Orthodox
axis, could be much more dangerous than ideological polarization, warned Turkish
Prime Minister Ecevit.

Against this background, on October 13, 1998, the Turkish Ministry of Foreign
Affairs declared that NATO was preparing for possible actions in Kosovo, and
Turkey would participate in such an operation (Legvold & Norris, 2005). As NATO
intervention began, Turkey provided F-16 fighter jets, which initially conducted
monitoring flights and later joined the U.S. and other allies in the attack on Serbian
targets. Turkey’s engagement in Kosovo expanded when the war ended, and the
international administration of the UN was established in Kosovo in June 1999.
Turkey significantly contributed to the implementation of the NATO-led peace
and the mission of the UN civilian administration in Kosovo.

Independence of Kosovo and the new era in Kosovo-Turkey relations where
February 17, 2008, represents a turning point in relations between Kosovo and
Turkey. On that day, Kosovo declared its independence. Turkey, along with the
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United States, the United Kingdom, and France, was among the first countries to
recognize Kosovos independence. Kosovar officials were deeply grateful to Turkey
for the swift recognition of Kosovo and its role in the coordinated declaration of
independence. Kosovo is aware that many countries recognized Kosovo because
of Turkey’s direct diplomatic influence, stated the Minister of Foreign Affairs of
Kosovo during a visit to Turkey in February 2015 (Martin, 2015, p.31). In addition
to supporting the recognition of its independence, Turkey has supported the
overall state-building progress of Kosovo since 2008.

For Turkey, the benefits of quickly recognizing Kosovo outweighed any possible
costs. Turkey was motivated by geopolitical considerations and historical paradigms.
With Kosovo's independence, Turkey valued the key role of the Albanian factor in
the Balkans. The large number of citizens of Albanian origin in Turkey and the
presence of the Turkish ethnic minority in Kosovo were also motivating factors
(Resnick, Vogel & Luisi, 2006). Erdogan’s aides mentioned, as anecdotes, the
pressure Erdogan faced to recognize Kosovo from his personal friends in Turkey,
many of whom have Albanian ethnic origins. The Turkish Foreign Minister, Ahmet
Davutoglu, during a discussion with his Kosovar counterpart in Ankara in 2009,
stated that more citizens of Kosovo origin live in Turkey than Kosovars in Kosovo
(Tabak,2017).

Conclusions and Recommendations

National security is a cornerstone of sovereign statehood and a fundamental aspect
of central governmental power. It involves the deployment of specific measures
and actions aimed at safeguarding the country from both internal disturbances
and external threats. It is recognized that a robust national security framework
encompasses a combination of legal acts, strategic documents, dedicated security
institutions, and clearly defined national security policies. In the Republic of
Kosovo, the constitution and various laws have been established to regulate this
critical sector, along with strategic documents that guide security operations.
However, these legal frameworks are periodically subject to reviews and updates
to ensure they remain relevant and effective in addressing the evolving needs and
challenges facing Kosovo today (Jakupi, 2019).

The security institutions within Kosovo are currently undergoing a significant
phase of consolidation, enhancing their capabilities across all dimensions. This
development necessitates both mobilization and substantial investment to enable
these institutions to operate efficiently and achieve operational excellence. Such
advancements are essential to ensure the safety of Kosovo's citizens and to fortify
the state against external threats. In line with these efforts, notable progress has

JUS & JUSTICIA No. 18, ISSUE 1/ 2024 57




been made through constitutional amendments aimed at establishing the Armed
Forces of the Republic of Kosovo. These armed forces have been structured as a
modern military entity, crafted to meet NATO standards. This alignment not only
enhances the operational capabilities of Kosovos military but also integrates it
more closely with international security frameworks, marking a significant step in
Kosovo's engagement with global security operations.

The Republic of Kosovo encounters numerous security challenges and risks.
A primary source of risk is Serbia, which maintains organized structures within
Kosovo and influences Serbian political parties that are part of Kosovo's institutions,
directed by official Belgrade. Additionally, foreign intelligence services, particularly
those from Russia and Serbia, pose a significant threat as they aim to destabilize
Kosovo. Challenges also arise from the need to strengthen institutions such as
border police and customs to effectively combat border-related crimes, tackle
terrorism, and address the issue of citizens participating in conflicts in Iraq and
Syria, all of which represent substantial risks to national security.

To remain effective and responsive to these evolving threats, it is crucial that
strategic documents governing Kosovo's security measures are periodically reviewed
and updated. These revisions must reflect the new conditions and circumstances
that Kosovo faces, ensuring that security strategies are robust and adaptive (Sterie
& Brunhart, 2010). This process of continual assessment and adaptation is vital for
maintaining the integrity and effectiveness of Kosovo's security framework.

How can the Government of Kosovo improve? To address the challenges
facing Kosovo as a country and a people, state institutions, and consequently,
the government must operate sustainably within the mandate obtained. In this
way, sufficient time can be ensured to review the handovers from the previous
government. This can be considered as an initial phase of understanding where
systems are challenged in meeting the needs of the population, followed by
sufficient time to provide facts that need to be reviewed and redefined to reflect
the country as it is today. This may also imply that the role of the state needs to be
reviewed in light of these changes.

What is clear, both theoretically and practically, is that national security is
linked to human security. To safeguard national security, states must ensure human
security and the social security of their population. This means that ultimately,
people living within a state must be provided with the space and means to fulfill
their needs for human security and to preserve their ethnic, cultural, religious, and
national identity to maintain national security (Lineberger, 1998). In this sense,
the responsibility for ensuring such space and means falls on the political leaders
in the country, and their ultimate responsibility, as elected representatives, is to
represent the people.
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Furthermore, their political decisions should be based on a fair determination
of priorities, starting with how their political decisions would impact their political
agendas. The vicious circle of political instability can be broken only by changing a
mentality that shifts the focus more on what Kosovo and its people truly need and
what is crucial for the survival and sustainability of this country than the interests
of political parties (Gjojani & Curri,2021). In the short term, only a conscious
decision to change the political mentality can break the vicious circle of political
instability that has undermined Kosovo.

Even after a decade of international administration and thirteen years of
independence from Serbia, Kosovo continues to face ethnic and socio-economic
problems that have the potential to undermine the progress made and threaten the
country’s stability (Kosovo Agency of Statistics, 2011). In 1999, the international
community intervened to stop the violence by Serbian authorities against
Kosovo Albanians and began its ten-year administration of Kosovo, aiming to
coordinate reconstruction, maintain order and the rule of law, protect human
rights, and establish democratic institutions. From 1999 to 2008, the international
administration (UNMIK and its partners) coordinated the deployment of
over 20,000 NATO troops, provided over three billion euros in foreign aid, and
undertook significant projects in peacebuilding and institution-building (Tansey,
2009).

Despite these investments, many criticize the international administration for
being ineffective in meeting the real needs of the Kosovo population, building
social trust between ethnic communities, and achieving economic recovery and
psychosocial reconstruction (Havolli, 2018, p.5). The international administration
is also criticized for deepening ethnic fragmentation (thus strengthening parallel
Serbian institutions), claiming international primacy, hindering local ownership,
and makingitimpossible for bottom-up approaches to transition and normalization.
Instead of supporting the strengthening of social security and increasing the
participation of all communities in political decision-making, international actors
have prioritized short-term security at the cost of long-term sustainable peace and
economic development (McKinnon, 2022).

This work also examines factors that have harmed social progress and
improvement of human conditions in Kosovo from the perspective of human
security. Although human security was implied in the mandates of the international
administration and local institutions, this material explores how human security
has been instrumentalized as ‘ethnic security’ in post-conflict Kosovo. It is argued
that the international administration in Kosovo has undertaken activities related to
human security primarily as a conflict resolution and short-term stability solution,
allowing Kosovo institutions to use it as a tool to justify their self-governing
capacities and to act as the main provider of public services and human security
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(Huszka, 2014). Parallel Serbian institutions engage in similar activities with
human security, aiming to legitimize their ‘contested’ presence in enclaves around
Kosovo. As a result of these numerous agencies and their implied human security,
itis argued that human security has not been a goal in itself for these three agencies
but has functioned as a means to achieve various political agendas.

Referring to many similar studies, it can be reiterated that there is no
consensus definition for the scope and nature of human security. Nevertheless,
in a broad sense, it challenges the traditional view of security, which focuses on
military capabilities and state security, supporting the expansion of the human
development paradigm (Kumra, 2015). In essence, human security involves a shift
in focus from a state-centric understanding of security, which is top-down and
territorial, to an individual-based model and, consequently, to a bottom-up and
non-territorial model (Wilson, 2003). It reorients the conceptualization of security,
taking into account specific dimensions of the concept. ‘Security for whom’ focuses
on individuals and people and has a broader meaning for values and goals such
as dignity, equality, and solidarity. ‘Security from what’ identifies the causes of
insecurity based on agency and structures, such as economic threats, personal
security, environmental threats, and political threats “(Stevens & Williams, 2016)

In conclusion, ‘security with what means’ empowers individuals to become
‘agents’ who can actively engage in identifying potential security threats and
participate in efforts to mitigate them. The UNDP Human Development Report
(HDR) of 1994 synthesized human security threats into seven components: (a)
economic security, (b) food security, (c) health security, (d) environmental
security, (e) personal security, (f) community security, and (g) political security.
The objective of human security is to protect the fundamental essence of all
human lives from widespread critical threats without hindering long-term human
fulfillment. In parallel, a European concept of human security perceives it as the
security of individuals and communities, an interconnection of freedom from fear
and freedom from want (Hanlon & Christie, 2016). A research group convened by
the EU has formulated several principles of new conflict management informed
by human security. These principles include (a) the primacy of human rights
that distinguishes the approach to human security from state-based traditional
approaches; (b) legitimate political authority, which has enforcement capacity
and can gain the trust of the population; (c) multilateralism, as human security
is global, it must be implemented through multi-actor actions; (d) a bottom-up
approach, considering communication, consultation, and dialogue with local
residents as essential means for development and security, with a regional focus, as
new wars have unclear boundaries (UNDP, 2022).

However, with the increasing consideration of human security, various
criticisms have questioned its conceptual meaning, scope, and political and moral
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implications. The main conceptual criticism revolves around its lack of precision
as a concept, its broadness in considering responses to threats, the absence of a
concise research agenda complicated by its interdisciplinarity and intersectionality.
Regarding the political implications of human security, Buzan is skeptical about
its effect and sees it as a new tool for existing government agencies to shape and
control the civilian population. He argues that human security remains at the core
of the state regardless of the international dimensions of the concept, allowing a
prominent role for the state as a necessary condition for individual security.

Moving from theory to practice, human security is increasingly used in
post-conflict situations. From Bosnia and Herzegovina to Timor-Leste, Kosovo,
and Afghanistan, the comprehensive nature of these interventions, including
the building of democratic institutions, support for civil society, economic
development, promotion of human rights, accountability for war crimes, and so
forth, closely aligns with key concerns related to human security’. From these
cases, the Report of the Commission on Human Security (CHS) called for a new
framework and financing strategy that rebuilds states shattered by conflict and
focuses on the protection and empowerment of individuals. Such a human security
framework, according to CHS, should emphasize the connections between many
issues affecting people, such as ensuring human security through strengthening
civilian police and demobilizing combatants, addressing the immediate needs
of displaced persons, initiating reconstruction and development, promoting
reconciliation and coexistence, and advancing effective governance (Matute,2021).
Furthermore, CHS acknowledges that in conflict situations, it is necessary to go
beyond the presence of peacekeeping and peacebuilding by creating a unified
leadership for all actors near the point of providing human security.

However, the call for human security as a strategy to address various issues
in underdeveloped societies, war-torn territories, and weak or fragile states poses
some challenges. For example, the involvement of various national and international
agencies to provide human security may hinder the development of a single political
structure responsible for providing services to its voters and accountable through
democratic mechanisms. On the other hand, assistance from weak governments
is considered a sustainable approach to providing public security and well-being
but risks jeopardizing the long-term goal of improving human rights and investing
in people. Thus, a balanced approach of having functional and accountable public
institutions that ensure the balance between public domain public security and
simultaneous investment in people through prioritizing education, health, and
social well-being would be a comprehensive strategy to ensure overall social
stability and development (Yevsuykov & Shvedum,2021). As idealistic as it may

* Human Rights Watch, Bosnia and Herzegovina (2006): Looking for Justice. The war crimes chamber in
Bosnia and Herzegovina, Vol.18, No.1D, 44 pp.

JUS & JUSTICIA No. 18, ISSUE 1/ 2024 61




sound, effective aid and political conditioning combined with on-the-ground
assistance would serve as a mechanism for gradual progress in this direction”.
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