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Abstract

The Covid 19 challenge, the increased aging population, and the modern way of living 
are increasing the need for health monitoring communications services. Healthcare 
monitoring is a very important research field of study. This is related in finding new, 
more efficient ways in health data communications with three main quality of service 
requirements: low delay, high security, high quality data transmission. Considering 
these requirements and recent developments in domestical health monitoring services, 
it is important not only the equipment used for health monitoring sensing  but also the 
communication protocol used to access the data center. In this paper we develop a new 
communication protocol for ad-hoc wireless network created by the sensors used for 
personal health monitoring systems installed in patient wrists. This is a hierarchical 
protocol where the sensors communicate through a virtual infrastructure that helps to 
collect the data from the personal health monitoring equipments in an efficient way 
even in the areas with no wireless infrastructure. The communication scheme ensures 
a hierarchy of nodes that gets translated to hierarchy of costs as only a few nodes 
need to have a larger processing power resulting in a lower battery consumption for 
most of the patients. The neighbourhood area is divided into virtual cells where each 
cell is represented from one node center that holds the communication for all the 
surrounded nodes and forwards its information towards the next cell center found 
in the direction of the sink. As a result the information collected even in the fields 
without any wireless infrastructure might be carried towards the cells that are in a 
communication distance with the sink. The updated information data is forwarded 
toward the data centers to be analysed by the specialists. Taking in consideration 
that even in the urban areas the elderly population doesn’t have internet services, 
this ad-hoc communication protocol represents a good solution for health monitoring 
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equipments. Moreover the same communication protocol can be used for signaling 
life signs in war areas.

Keywords; Wireless sensors networks, virtual infrastructure, wireless sensors 
protocols, health monitoring equipments

 
Introduction

Social development, modern way of living and aging world population are causing 
larger percentage of world population living alone.

On the other hand, the Covid 19 pandemics and other public health threats, 
caused by natural or human disasters, are major concerns encouraging the 
development of new technologies for individual health monitoring systems that 
can optimize operation of the large scale health monitoring systems, notifying the 
health services when necessary.

The purpose of this paper is to contribute toward improving the use of individual 
health monitoring equipment in large scale population even in the absence of fixed 
or wireless infrastructure.

In this paper we study and design of a new ad hoc communication protocol that 
makes possible to have individual health monitoring equipment sense the need for 
emergency assistance by comparing the life sign data with the threshold registered 
ones and communicate with health services even in rural or under war areas.

Previous research

Many studies have been developed especially the past two years regarding the 
possibility of individual health monitoring equipment as a part of Internet of Things 
applications that can monitor and save lives. By analyzing most of the research 
work published on this direction, we conclude that there are two main issues: the 
communication protocol and the individual sensing equipment. The system needs 
to ensure an efficient communication protocol for having the quickest possible 
notification of critical health conditions toward the nearest health services. Also, it 
is important to develop a low-cost wearable equipment that would sense the vital 
parameters as pulse, oxygen levels, blood pressure etc.

The patient monitoring system involves the integration of many individual 
health equipment distributed over a large geographical area that would serve as 
nodes of an ad-hoc network, capable to communicate with each other according 
to a specific communication protocol. This communication protocol need to 
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fulfill the following requirements: long communication distance between the 
critical health condition patient and the local health services or the Health Data 
Center, good communication quality even in rural areas; high integration range 
of wireless sensors as part of individual health equipment distributed over a large 
geographical area; immune to radio interference; the same technology distributed 
and implemented by many local municipalities; ensuring continuous health 
monitoring service for all the patients in the integration areas; practical wearable 
equipment and low-power consumption for ensuring long life battery usage, 
providing a good ratio cost performance solution.

The challenges are great considering the small communication distance 
capability of the health monitoring equipment due to the limited access resources 
of sensors like processing capabilities, available data storage or limited power 
sources. 

Optimizing health monitoring services has always been of great the interest 
from research communities all over world, especially in the past two years.   As we 
mentioned before there exists a lot of work previously done in the field of health 
monitoring of patients not hospitalized. In the research work presented from the 
collaboration of Shanghai Universities ( Zhang et al.,2021) present a device for 
COVID-19 prevention that monitors and records continuously the important 
health data of a patient. According to their solution the equipment installed in 
patient wrist records two main parameters: the patient’s body movements and 
the patient’s body temperature, the data collected are transmitted to a computer 
using Bluetooth, the main problem with this solution is the short range of 
communication, about 10m. This solution is to be used in urban areas where the 
wireless infrastructure will support the data transmission from the PC to the local 
Health Services,

Another work to be mentioned is the research done from the collaboration 
of Islamabad, Pakistan-Aerospace University and South Korea (Ullah et al., 
2021). According to their solution they propose a patient quarantine monitoring 
system using multiple sensors distributed over patient’s body that will measure 
temperature, respiratory, accelerometer, pulse, SpO2 and the patient’s location data 
given by GPS (global positioning system). As in the previous work the data are 
transmitted by using the Bluetooth towards the microcontroller and then toward 
the local server by using the Internet connection.  

The system monitors the patient’s health and his location to notify the services 
in the case that the patient would break the quarantine rules. As in the previous 
work mentioned the system works only in the presence of the Internet which means 
it doesn’t support the use in the absence of the wired or wireless infrastructure, The 
other disadvantage is the complexity of the system as the sensors are distributed 
over patients’ body which means that will be very uncomfortable and prone to 
technical defects.
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Another solution is proposed by research developed at (Mukhtar et al.,2021) 
which is very similar to the abovementioned one and has the same disadvantage 
of using sensors distributed over patient’s body and not a practical equipment. 
Regarding to data communication their solution is based to the use e of the 
wireless infrastructure as the data collected are sent and processed to the Cloud 
even though they use the IEEE 802.11 protocol only at the first hop.

Another work to be mentioned is the one from Salerno University presented 
in (Hoang at al., 2021) where they propose the use of a similar patient monitoring 
system. They use an accelerometer for recording the patient’s movements and two 
temperature sensors (a contact one and an IR—infrared sensor) for recording the 
patients temperature. In addition, their solution includes two sensors to monitor 
the ambient condition such as temperature and humidity which are positive 
additions especially in the case of patients living alone. The data collected are 
transmitted toward a web-based application by using the Bluetooth which means 
that the system can’t be used in the absence of the internet connection.

The group of researchers from University of Sucieva, Rumenia, (Lavric, at al., 
2022) developed the system showed in Fig.1. Their Health Monitoring System uses 
LoRaWan, which means that their solution provides a better solution regarding the 
absence of the infrastructure, but still only in the first hop. 

FIG 1: LoRaWAN multi-sensor patient monitoring architecture.

As mentioned before there are two challenges for Health Monitoring Systems, 
the distance to reach the gateway and the convenience of the device. LoraWan has 
the possibility to communicate in longer distances than other protocols, but still 
considering the rural areas this isn’t sufficient. On the other hand, the data rate is 
too low and the traffic toward the gateway, is high which causes extra delays and 
low signal quality. 
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To have a better and longer communication distance we develop a new 
communication protocol presented here as HealthComm protocol, by proposing 
a new virtual infrastructure. This would enhance the communication distance 
range in the absence of any fixed or wireless infrastructure and overcome the main 
challenges of previous systems.

HealthComm Protocol

Our approach is based in our previous work on intervehicle communication 
protocols adapted and developed for health monitoring system. The patient’s 
neighborhood area is divided in virtual cells. Each patient’s device is considered 
as e node inside a certain virtual cell. The density of the nodes inside a cell is 
changeable, depending in the neighborhood architecture.. 

 In this work we propose a virtual infrastructure created from distributed health 
monitoring devices which will be considered as nodes of an ad-hoc network. 
To have a low cost and controlled signal quality according to our approach the 
communication scheme will be a hierarchical one using up to three levels of 
hierarchy (only 2 levels for rural areas). (Fig.2) The first level represents by a simple 
health monitoring unit (HMU) that transmits to the HMU neighbor with a higher 
scale of hierarchy. The second level of the hierarchy is the HMU that has a  certain 
number of neighbors (less than N), is located somewhere in the center of the cluster 
and will be considered as a Center Cell Node. The second level of the hierarchy 
when the HMU that has a number of neighbors > N, is found near the center 
of the cluster and will be considered as a CenterSubCell Node. The third level of 
hierarchy in the most populated areas will be created by the Center SubCell nodes 
that are neighbors and will be considered as simple Cell Nodes, by transmitting 
their data to the Cell Center Node located at the center of the considered area.

FIGURE 2: Multi-level hierarchical ad hoc infrastructure
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The fact of using hierarchical communication scheme brings several benefits 
such as larger communication distances between the patient and the monitoring 
centers, helping people even in rural areas. The other benefit brought using the 
Hierarchical scheme is the low network load. According to this solution less traffic 
will be generated between the patients and the local health service as only the 
CenterCell nodes will be transmitting the data of all the nodes in their respective 
cell in a certain moment of time. The other benefit is the low cost of the hardware. 
Only the Cell Centers equipment need to have more complex design such as 
memory, and transmission power. Also, it is important to note that only the high 
hierarchy nodes (equipment) will have a higher consumed power which means 
that for the rest of the patient’s equipment the battery will have a longer life.

FIG. 3 Communication using the Virtual Infrastructure

There is also the possibility to modify the activity of the HMUs inside the cell, 
which means not all patients will be monitored with the same rate. This can be 
completed by using the sleep-awake scheme for certain nodes in the case of people 
moving or not willing to be monitored any more.

According to HealthComm protocol a flexible Virtual Infrastructure is created 
and maintained to enable scalable and effective communications (Fig 3). The 
number of nodes inside a cell can be modified. In each cell only one node (HMU) 
will be self-chosen as a Cell Center according to its location being approximately 
at the geographical center of the Virtual Cell. This node will behave as a Base 
Station for a certain period. The hierarchical distribution of CellCenters will be 
transferred to the hierarchy of their costs, which means that only the equipment 
corresponding to the cell center need to have larger memory, processing power 
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and battery consumption. The Hierarchical Virtual infrastructure created enables 
the optimization of the routing process. 

At a certain rate each node updates the data from the GPS, which gives 
the Coordinates (x,y) for each node at a certain moment. Every node has its 
geographical position given by Global Positioning System (GPS). Then the higher 
ranked nodes transmit the data along each-other using the sequential Cell Centers 
as intermediate communications points and finally transmit the data to the 
Gateway when it reaches an infrastructure covered area as in Fig 3.The Information 
Management System might be a server located at Local Health Services Center that 
will do the process of analyzing the data collected from all the patients living in a 
certain area and decide about a certain action to be taken accordingly.

The equipment we propose to be used is similar to the wrist wearable equipment 
used in [5] including a microcontroller board with add-on sensors that will sense 
the patients vital signs such as temperature, oxygen levels, blood pressure etc. It 
will include a peripheral GPS receiver and a cellular modem.

HealthComm Benefits

As a conclusion this protocol will be more optimal to be used everywhere even in 
the absence of wired or wireless infrastructure, in natural emergency or under war 
areas. The protocol to be used gives the possibility of using tunable fine-grained 
sensing regarding the Data acquisition rate, threshold health alert values or node 
activity status. This system gives the possibility of using a mixed protocol routing 
scheme such as ZigBee for inside cell communication and IEEE802.11 for intracell 
centers communication. As we explained above the other benefit is that the 
hierarchical levels are tunable too, depending on the neighborhood architecture 
and population density ensuring good communication quality, low latency and 
low power consumption.
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